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TVUXW#Y[Z\P]_^`#abZLcLdXeZ$fahgiahfjW#YZka
lnmboFp Z$f^`kab`#q<cFa
^PcFrXr osm fqXZ m Z#tUXZ m tUXZvuwCxsysx{z|]~}Oc#g5si{ss]xFrcLsZka
-$LR<{s0 l zifjUXZ-#$Vb{R{2L# ¡8{£¢F+¤cFa¥qXZkt#¦§qZ#q¨f o"© ZqZ#ab¦§suXZkqfjZkuOgªZRc m a
cF o s¦§u osm qXZ m f oKm Z#rX«¬cFtkZfjUZVt#d mbm Z#uªf  Z m ab¦ o u+­  fU<cFau o ¤ © Z#Z#u®cL«¯Y o ahf2t o YrX«¯Z$fjZ#«§gabrZ#tk¦§°XZ#q[cFuXq
abZ  Z m cF«¦§Y[rX«§ZkYZ#uCfcRfj¦ o uaU<c  Z © ZkZ#u¤ m ¦±fbfjZ#u² osm qX¦§³Z m Z#uCfVr«¬cLfj² osm Yak­´ o ¤
Z  Z m ¦§fV¦§aVu o fV¤¦§qZ#«±g
dabZ#qOa o ²9c m ­¥µ¶uXZ m ZRcFa o u|² osm fjU¦§a¶¦§a¶fjUZdXu<c  cL¦¯«¬c © ¦§«§¦±f·g o ²a o ²¯f·¤c m Z#aPfjU<cLftRcFu|qZRcF«¤¦±fjU  l zi­
TVUHdXafjUZ
«¸c m sZVdXabZ o ²fjUXZuXZ$¤£r mbo f o t o «H¤¦§«¯« o uX«±gUcLrrZ#u%¤UZ#uZku o dXsU[cLfbf m cFt$fj¦  ZcFrXrX«§¦¯tRcLfj¦ o uXa
¤¦¯«§« © Zc  cF¦§«¬c © «§Zª­
 uOfjUX¦§a m Zkr osm fR¤
Zr m Z#abZkuªfKf·¤ o5¹ c  c®f oHo «§aPfjU<cLfc m Z%qXZkab¦§suXZ#qOf o ZRcFabZ%fjUZqXZ  Zk« o rXYZkuªf o ²
 l zLº·c © «§Za o ²¯f·¤c m Z#ak­®»¼Z[t o uXtkZ#uªf m cLfjZ#q o d m ¤ osmb½|o u ¹ c  cLº9¤ m ¦±fbfjZkuAa o ²¯f·¤c m Z © ZktRcFdXabZfjUXZ[dXabZ
o ²+fjUX¦¯a
«¸cLu{dcLsZK¦§a mbo ¤¦§u¦§u¾c« o f o ²uZ$f·¤ osmb½ º © cFabZ#q"q o Y-cL¦¯uXak¿qX¦¯ahf m ¦ © difjZkqahgHahfjZkYakir<c m cF«§«§Zk«
t o YrXdifj¦¯uXHUX¦§sUiº;rZ m ² o{m Y-cFuXt#ZKt o Y[rXdifj¦§uXiuXZ#f·¤ osmb½ Y-cFu<cF{ZkYZkuªfRcFt$fj¦  ZKuXZ$f·¤ osmb½ ak­§­±­
TVUXZ¶° m ahfnf oHo «¦¯a
c ¹ c  c¥r<cFt ½ cFsZfjU<cLfr mboR ¦¯qXZ#aVcL«¯«fjUXZ²¸dXuXt$fj¦ o ucL«¯¦±fj¦§Z#a m ZRÀCdX¦ m Z#qf o qXZRcF«¤¦±fjU
 l zi­  fVU<cFa © Z#Zku-qXZkab¦§suXZ#q-¤¦±fjU®f·¤ o Y®cF¦§u-tU<c m cFt$fjZ m ¦§ahfj¦§tka¦§u-Y[¦§uXq­2TVUXZ° m ahf¦§afjUXZuXZkt#Z#abab¦§f·g
² osm fjUZdXuXqXZ m «±gi¦§uXOYZktU<cFuX¦§abY[af o¨© Z  Z m gÁab¦§Y¦§«¸c m f o fjUXZ osm ¦§s¦§ucL« o uXZ#ak­ÁTVUXZabZ#t o uXq?¦§a%f o
Zku<c © «§Z[cFuAZRcFahg|f m cFuXab¦±fj¦ o u © Z$f·¤
ZkZ#uOfjUXZt o qZ o ²VcLu  l "a o ²¯f·¤c m Z®cFuXq¨¦§fja  l z-t o duªfjZ m r<c m fR­
TVUZ
abZ#t o uq%f oHo «i¦§acFu  l zLº·c © «§Z ¹FÂ }/XÃHÄ{FÄ  ÆÅ ¡¸9ÇXÄ{HÈAÄªÉC¡¸$­  f2s¦  Z#aZ  Z m g ¹ c  c¶r mbo  m cLY
fjUZ¥c © ¦¯«§¦±f·g®f o qZRcF«Êab¦¯YdX«±fcFuXZ o dXab«±g®¤¦±fjU  l zcFuXq  l2 i¤¦±fjU o dif¶cFuªgt o qZKY o qX¦¯°XtRcLfj¦ o u­
Ë5ÌHÍÎjÏÐ FÑ{ÓÒ Z#f·¤ osmb½5lnmbo  m cFY[Y¦§uX  l zH  l t o Yr<cLfj¦ © ¦¯«§¦±f·gª ¹ c  cH  uCfjZ m uXZ#fÔªfcFuXq<c m qiº
¦¯ÕRcLfj¦ o u
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  ' «Hgc¶q¦±ecFuXaks«¬c¶qX`kt#¦§ab¦ o u%²¸difr m ¦§abZVqXZVq`  Z#« o rXrZ m  l ziH#$Vb{R{iL# ¡8{
¢FncF°Xu/qZ m Z#Y[rX«¬cFt#Z m «¬c  Z m ab¦ o u?cFt$fjdZ#«§«§ZkYZkuªfq`#rX« o gª`#Zª­AÔCZka%abr`#tk¦§°XtRcLfj¦ o uXaa o uªfY-cL¦¯uªfjZ#u<cFuªf
ÀCd<cFab¦§Y[Z#uªft o YrX«§W#fjZ#a2Z#fnrX«§dXab¦¯Z#d m a¦§Yr«¬cFuªfcLfj¦ o uXaa o uªfabdXrXr o{m fj`kZ#aabd m q¦§³` m ZkuªfjZ#arX«¬cLfjZ#º;² osm YZkak­
 ZkrZ#uq<cFuªf¦¯«qXZ#Y[Z#d m Zf m WkarZkdAdXfj¦§«§¦§ab`ª­+Z[²9cF¦±fZkahfÀCdXZ[f m W#arZkd¼qXZ®« o s¦§t#¦§Zk«§aKabdXrXr osm fjZkuªft#Z
u o d  ZLcFdAr mbo f o t o «2Z$fa o u¼difj¦§«§¦§acLfj¦ o uOuXZ[abZ m `#rcLuq m cr<cFaKfcLuCfÀªdZq c  cFuªfcFsZ#a¥qZ m Z#aba o d m tkZ#a
uZKabZ mbo uªf¶r<cFaqX¦§abr o uX¦ © «§Z#ak­
 cFuXa+t#Z m cFrXr osm fRRu o dar m `#abZ#uCf o ua+qXZkdie o difj¦§«§a ¹ c  cÀªd¦{a o uªfabdXrr o ab`#a+²9cFt#¦§«¯¦±fjZ m «§ZqX`  Zk« o rXrZ$º
Y[Z#uªf
qZP« o {¦¯t#¦§Zk«§aabdXrXr o{m fcFuªf  l zH­ Ò o dXac so uXaVt o uXt#Zkuªf m `¶u o f m Z¶f m c  cL¦¯«cLdXf o d m qXZ ¹ c  c¥r<c m t#Z
ÀCdXZKa o u5difj¦§«§¦§acLfj¦ o u-Z#ahfqXZKr«§dXaVZkur«§dXa m `#rcLuqXdXZKq<cFuXaqXZ#aq o Y®cF¦§uXZkacFdXabab¦qX¦  Z m aÀªdZ«¯Z#aVahgiahº
fjWkYZkaqX¦§ahf m ¦ © d`#akH«§ZPtRcF«§tkdX«r<c m cF«§«§Wk«§ZsC«§ZPtRcF«§t#d«qXZU<cFdifjZPrZ m ² o{m Y-cFuXt#ZªC«¬c¥sZkahfj¦ o u®qZ m `kabZRcFdie[Z#f
«¯Z#a m `kabZRcFdie5cFt$fj¦§²¸ak­§­±­
+Zr m ZkY¦§Z mo difj¦§«2Z#ahfdXuAr<cFt ½ cFsZ ¹ c  c-² o d m uX¦§abacFuªf«¯Z#aKY[`#tLcLu¦§abYZkauX`#tkZ#abacF¦ m Zka¥r o d m abdXrXº
r o{m fjZ m  l zi­  «c`#fj`¥`kt m ¦±fPc  Z#t«§Z#aqZ#die"r m ¦¯uXt#¦§rcL«¯Z#atRc m cFt$fj` m ¦¯ahfj¦¯ÀCdXZ#aabdX¦  cFuªfjZ#ak­cr m ZkY¦§W m Z
Zkahf[«§Z5Y®cF¦±fj¦§Zkuªfq dXuZ5 m cFuXqXZ5ab¦¯Y¦§«¬c m ¦±fj`Z#uªf m Z5«§ZkaY`#tLcFuX¦§abYZka¦§uªfjZ m uZ#a¨t#Z5r<cFt ½ cLsZ5Z$f[«§Zka
osm ¦§s¦§ucLdXe­c¥abZkt o uXqXZPZ#ahf
«§Z¶abdXrXr o{m fVqXZ¶f m cLuab¦±fj¦ o u[²8cFtk¦§«§ZZkuªf m Z¶«§Z¶t o qZq dXu-r mbo  m cFYY[Z  l 
Z#ft#Zk«§dX¦q du r mbo  m cFYY[Z  l zi­+Z"abZkt o uXq o dXfj¦§«VZ#ahf[duXZ ¹FÂ }/ÃHÄ{FÄ   Å ¡¸9ÇXÄ{
È¨Äª$ÉC¡¬#
abdrXr osm fcFuªf  l zi­«¯«§Z o ³ m Z®tU<c{ÀªdZr mbo  m cFYY[Z ¹ c  c-«¸c®r o abab¦ © ¦§«§¦§fj`%qXZabdXrXr osm fjZ m -«¬c®² o ¦§a
 l zZ#f  l2 acFuXaPcLdt#dXuXZ¥Y o qX¦§°XtLcRfj¦ o u+­
 Ð R Î    r mbo  m cFYY-cLfj¦ o u m `#abZRcFd  l2 ziXt o Yr<cLfj¦ © ¦§«§¦±fj`  l2  ¹ c  c
x
  ,"$
 l zis² osm X#$+Vb{R{XL# ¡8{¾¢Fª¦§a2fjUXZuXZ$eHfnsZ#uXZ m cRfj¦ o u  uªfjZ m uXZ#fuZ$f·¤ osmb½ «¬c#gªZ m  l r mbo f o º
t o « o ²¯fjZku m Z#²¸Z mbm Zkqf o cFah ªC$#bÄ{9¡9{8hV	
F­  l z¤cFaqXZkab¦§suXZ#q"f om ZkrX«¬cFt#ZKfjUXZcFt$fjd<cF«
 l r mbo f o t o «  l ­®TVUXZ[qZ#t#¦¯ab¦ o u¨² osm ¦±fja¥qZ  Z#« o rXY[Z#uªf¥¤cFaKfc ½ Z#u¼uXZLc m «§g|fjZ#u¨gªZLc m acL o cFuXq
abZ  Z m cF« m ZkabZRc m tUAfjZLcLY[a © Z#CcFuAf o qXZ#ab¦§suA¦§fR­VffjUXZacFYZfj¦§YZªqXZ  Zk« o rXYZkuªf o ²  l zahfcFt ½ a
ahfc m fjZkq­
T o q<c#gCX¦±fjaZ ªo «§difj¦ o uUcLa m ZRcFtUXZkq|c%r o ¦§uªffjUcRfY-c ½ Zkar o abab¦ © «§ZKfjUXZ¤ osmb½ dXuXqXZ m  l zi­TVUXZ
Z#ei¦§ahfj¦§uXahfcLt ½ aKabdXrXr o{m f¥Zku o dXsU¨rX«¸cRfj² osm Ya¥cFuXq o ³Z m Zku o dXsU¨²¸dXuXt#fj¦ o u<cF«§¦±fj¦§Zka¶f o qXZ  Z#« o r  l z
uZ$f·¤ osmb½ ak­?´ o ¤
Z  Z m nfjUXZf m cFuXab¦±fj¦ o u ² mbo Y  l ¨f o  l2 zOU<cFau o f m ZRcF«§«±g © Z#sdXu?gªZ$fR­eHtkZ#rif
fjUZz ©o uZ¤UX¦§tU¨¦§a¥c[¤ osm «§q|¤¦§qXZ  l z[fjZ#ahfbº © Z#q|f o cFabab¦§ahfK¦§u|fjUXZZ ªo «§difj¦ o u¨cFuXq¨qXZ#r« o gHY[Z#uªf
o ²  l zicFuXq ²¬Z#¤ o fjUXZ m Z$eit#Zkrifj¦ o uXak  l z¨¦§a®u o f-¤¦§qXZ#«§g?¦¯YrX«§ZkYZkuªfjZ#q cFuXq ²¬d«§«±gÁfjZkahfjZ#q ² osm
¦¯uªfjZ m º o rZ m c © ¦§«§¦±f·gC­
µ¶uXZ o ²XfjUXZr mbos© «¯Z#Ya¦§afjU<cLf² osm  l ziLfjUXZuCdXY © Z mo ²c  cF¦§«¬c © «§Zna o ²¯f·¤c m Zka¦¯au o facLfj¦§ab²8cFt#f o{m gC­
 o fja o ²a o ²¯f·¤c m Zka-¤ osmb½ ¦§uXÁduXqXZ m  l Áq o u o f"U<c  ZOfjUXZ#¦ m t o dXuCfjZ m r<c m f"dXuXqZ m  l2 zi­vTVU¦§a
ahfcLfjZkYZ#uCf¤cFafjUXZ o uZK¤UX¦¯tU5Y o fj¦  cLfjZ#q"dXaP² osm °XuqX¦§uX-ca o «§difj¦ o u5f o fjUXZ¥f m cFuXab«¬cLfj¦ o u o ²  l 
a o ²¬f·¤c m Z#af o  l zcFuXq5² o{m ZLcFab¦§uXfjUXZ¤ m ¦§fj¦§uX o ²uXZ#¤ o uXZkak­
TVUX¦§a o cF«tRcFu © Z os© fcF¦§u © g[f·¤ o t o Y[rX«§ZkYZ#uCfc m g®cFrXr mbo cFtUXZkak¿r mboR ¦§qX¦¯uXc "!#%$
rcLt ½ cFsZ& l  ² osm  l2 z'
cFuXq)( osmm dXuXuX¦§u[c ¹FÂ } c ©oR ZcFu  l z%ahfcLt ½ cFuXqfjUCda¦§uUXZ m ¦±fj¦¯uXcF«§«
fjUZ¥ZkuXU<cFuXt#ZkYZkuªfja o ²  l zi­
»¼ZqZ#t#¦¯qXZ#q5f o ¤ m ¦±fjZc ¹ c  crcLt ½ cFsZs)*'+,.-	/%+10% 2+#3#'4536"!#%$
cFuXq|c«§¦ ©Xm c m g7-50981:!1#%$109;5¤UX¦§tU<cFqXqXZkqf o c"ÃHÄ{FÄ   Å ¡¬9ÇÄ{ÈAÄªÉC¡¸$X¤ o dX«§q5r mboR ¦§qXZ
f o r mbo  m cFY[afjUXZPr o abab¦ © ¦§«§¦§f·gf o qXZLcF«¤¦±fjU  l zcFan¤
Z#«§«cFaVcF«§«<uXZ#¤ ²¸dXuXt$fj¦ o ucL«¯¦±fj¦§Z#a¦§uªf mbo qXdt#Z#q[¦¯u
fjUZ Ò Z$eHf=<PZkuXZ m cLfj¦ o u  uªfjZ m uXZ$f lnmbo f o t o «;­+»/Zt o uXtkZ#uªf m cLfjZ#q o d m ¤ osmb½%o u ¹ c  cLº9¤ m ¦±fbfjZ#u[a o ²¬f·¤c m Z
© Z#tRcFdXabZfjUZ[dXabZ o ²fjUX¦§a«¬cFuXsd<cFsZ[¦§a¥ mbo ¤¦§uX¾¦§u/c"« o f o ²VuXZ$f·¤ osmb½ º © cFabZ#q/q o Y-cL¦¯uXak¿¥q¦§ahf m ¦ © difbº
Zkq5ahgHahfjZkYakr<c m cF«§«§Zk«Êt o Y[rXdifj¦§uXXUX¦§sUiº;rZ m ² o{m Y-cFuXt#Z¥t o YrXdXfj¦§uXiuZ$f·¤ osmb½ Y®cFu<cFsZ#Y[Z#uªfR<cFt$fj¦  Z
uZ$f·¤ osmb½ ak­} osm Z oR Z m  ¹ c  cU<cFa¶r o fjZkuªfj¦¬cF«f o[© Zc © Z$fbfjZ m Zku  ¦ mbo uXYZkuªfP² osm c« o f o ²cFrXrX«§¦¯tRcLfj¦ o u
qZ  Z#« o rXY[Z#uªffjU<cFu£cFuªg/r m Z  ¦ o dXa%«¬cFuXsd<cFsZ#ak­/µPuXZ o ²fjUXZY®cF¦§u m ZRcFa o uXa o ²fjUXZr o rXdX«¬c m ¦±f·g o ²
fjUZ ¹ c  cr mbo  m cLY[Y¦§u«¸cLu{dcLsZP¦§a
¦±fja
abdXrXr osm fV² osm q¦§ahf m ¦ © difjZkq®t o Y[rXdifj¦§uX?> x:@­ ¹ c  c  a= l  ² osm
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° m ahf © ¦±fja
o ²fjUZ¥dXuX¦§tLcLahfcFqXq m Zkabak­
TVUXZcF¦§Y o ²fjUXZT _ 9T o r +Z  Zk« Ps m ZkCcRf osm VcFuXq Ò    Ò Z$eHf Z  Z#«
Ps m Z#CcLf osm °XZk«§qXafjU<cLf
tLcFu © ZPabZ#Z#u-¦§u-°Xsd m Z%\P¦§af o ¦§uªf mbo qXdt#Z¶abZ  Z m cF«UX¦§Z m c m tUX¦§t¶«§Z  Zk«§a¦§u[fjUXZ
rd © «§¦§tnf o r o « o {gª­TVUXZ
ab¦±fjZ«¯Z  Z#«Cf o r o « o {gªFt osmbm Zkabr o uXqXaf o fjUZ« o tLcL«HuXZ$f·¤ osmb½ ­  f2¦§a m Z#²¸Z m Z#ut#Z#q © g
fjUZÔ_ ÔC¦§fjZ +Z  Z#« Ps m Z#CcLf osm n°XZk«§q­aJ¦§u<cF«§«±gCHfjUXZ¥¦§uªfjZ m ²8cFt#Z   ¦§adabZ#q"f o ¦§qXZkuªfj¦§²¬g-qX¦§³Z m Z#uªf
¦¯uªfjZ m ²9cFt#Z#a o u|cacFYZ¥« o tRcF«ÊuZ$f·¤ osmb½ ­  fjadXuX¦¬ÀªdZ#uXZkaba¦§auXZ#tkZ#abac m g o uX«±g o u|c«§¦§u ½ ­  f¦¯at m ZRcLfjZ#q
dab¦§uXfjUXZ    aA  º·zF   o{m fjUXZ¥}I     C{ª   cFuXq|c%ab¦§Y[rX«§ZPf m cFuXab² osm Y5­
8:9<;=9+* , .- Ì 0/214365A<ÑÑ Ì k Ì 
 u"cFqXqX¦§fj¦ o uf o fjUXZPdXuX¦§tLcFahfcLqq m Z#abakHfjUXZ m Z¶Z#eH¦¯ahf
r<c m fj¦§t#dX«¸c m cFqXq m Z#ababZkaV¦§u  l zH¿² osm Z$ecFYrX«§ZfjUXZ
ÇiX 7j#¡ 8n$#|Ä%#%#{j  %¤UX¦§tU¨¦§aKdabZ#q © g¼c-uXZ$f·¤ osmb½ u o qZqd m ¦§uX"¦§fja¦¯uX¦±fj¦¬cF«§¦§ÕLcLfj¦ o ufjUZ"§R 9"Äª :
Ä%#%#{j  ¤UX¦§tU-t osmbm Z#abr o uXqanf o fjUXZKcFqXq m ZkabaP\R'KH­ X­ X­±\PdXuXqXZ m  l ªfjUXZ§RÄ{;! ¡¸<:Ä%#%#{b  ¤UX¦§tU
¦¯a o u«±g  cF«§¦¯q o u c/«§¦§u ½ fjUXZ Ä{4ªÄF [Ä%#%#{b$ j #$ ¾¤U¦§tU abrZ#t#¦¯°XZ#a5cÁ mbo dXr o ²¦§uªfjZ m ²9cFt#ZkakVfjUXZ
^_^ ëa`PbPcPbd
z
bV <! 6Ä %X$#5Ä%#%#{b$   osm fjUXZ 6%Çi 9¡9jÄF ¶Ä%#%#{b  #$ ­µ¶u«±g¨hV <! 6Ä % #¾Ä%#%#{b$ j cFuXq6ÇHò9¡8ÄF 
Ä%#%#{j  # ¤¦§«§« © ZKqZ#abt m ¦ © Z#q"UZ m Zs­
/ 143 Î 
A  Ì Ñ¼<ÑÑ Ì k Ì  9 TVUX¦§a2f·gHrZ o ²cLqq m Z#ababZkakª¦§«¯«§dXahf m cLfjZ#q o u°{d m Z¶iCc m Zt o uahf m dXt$fjZkq
² mbo Y tk«¬cFabab¦§tRcF«dXuX¦§tLcLahf  l -cFqXq m Z#ababZ#ak­¶TVUXZk¦ m dXabZ¦§af o r mboR ¦§qXZ² osm cFu  l zahfcFt ½ c  ¦§ab¦ o u o ²
fjUZ  l ¾¤ osm «§q­5» ¦±fjU?c"qd<cF«ahfcLt ½ ¤UZ$fjUXZ m t o uXt#Zkrif%¦§aqX¦§abt#dababZ#qÁ¦§u/abZ#t#fj¦ o uÁzi­±\scFu  l z
cFrXr«§¦§tRcLfj¦ o u¥tLcLu%t o YY%dXuX¦§tLcLfjZduXqXZ m fjUXZ  l Pr mbo f o t o «ª¤¦±fjU o fjUXZ m t o YrXdifjZ m a p dXahf © gU<cFuXqX«§¦§u
bV <! 6Ä %X$#Ä%#%#{b$  # ­  f © Zkt o YZkar o abab¦ © «§Z¥f o ¤ m ¦±fjZ¥r mbo f o t o «±º;¦§uXqZ#rZkuXqXZ#uCfPcFrXrX«¯¦§tRcLfj¦ o uXak­  f
cF«§a oK© Z#t o Y[Z#a2ZRcFab¦§Z m f o ¦§uªfjZ# m cLfjZ  l zPt o YrXdXfjZ m a2¦§u  l KuXZ#f·¤ osmb½ ­TVUXZ¶cL¦¯Y o ²<abdXtU®cLqq m Z#ababZka
¦¯a
f o ²8cFtk¦§«§¦±fcLfjZ¶fjUXZKf m cLuab¦±fj¦ o u-f o ¤c m qXa  l zi­
80 bits 16 bits
0 ffff
32 bits
Address IPv4
J¦¯{d m Zi¿  l Y®cFrXrZkq¾cFqXq m Z#aba¶² osm Y®cLfR¿fjUXZx{%«¬cFahf © gHfjZka¶c m ZKfjUXZ  l ®cFqXq m Z#aba
 §D>¸s$£<ÑÑ Ì k Ì  9 TVUX¦§a®f·girZ o ²cFqXq m ZkababZ#ak¶¦§«§«§dahf m cRfjZkq o u °Xsd m Z¼xHPc m ZOdXabZ#q ¦§u cLt#º
t osm q<cFuXt#Z-¤¦±fjUÁfjUXZY%dX«±fj¦§tLcFahf%r mbo f o t o «; o uXZ o ²fjUXZ"uXZ$¤ ²¬ZLcLfjd m Z#a¦§u  l zi­?ÔCdXtU cFu cLqq m Z#aba
m Zkr m Z#abZkuªfjac® mbo dr¤UX¦§tUO¦§a¥c®abZ#f o ²n¦§uCfjZ m ²9cLtkZ#ak­TVUXZ%° m ahf © gCfjZ¦§at o uXahfcFuªfR¿­TVUZ%abZkt o uXq
°Z#«§q¦§a¦§²ÊfjUXZ¥cFqXq m ZkabaV¦§afjZkYr osm c m g-cFuXq	 ¦¯u®fjUXZ o fjUXZ m tLcFabZs­2TVUZPfjUX¦ m q°XZ#«§qs¦  Z#afjUXZabt o rZ
o ²q¦§³dXab¦ o u­ J osm Z$ecFYrX«¯Zs
?¦¯a² osm c|u o qZ$º;« o tRcF«
abt o rZ5cFuXq ² osm c|«§¦§u ½ º;« o tLcL«abt o rZs­ÁTVUXZ
² o «§« o ¤¦§uX © gCfjZka¶c m ZKfjUXZK mbo dXr   ­
8 bits
ff flags scope
4 bits 4 bits
group ID
112 bits
J¦§sd m ZxH¿  l zY%dX«±fj¦§tLcLahf¶cFqXq m Zkaba² o{m Y-cLf
TVUXZ¥r m ¦§ut#¦§rX«¯Z o ²YdX«§fj¦§tRcFahfV¤U¦§tU¤cFaPcF« m ZLcFqigZ$eirZ m ¦¯Z#uXtkZ#q"dXuXqXZ m  l ¤¦±fjU"fjUXZ¥Y ©o uXZ{
UcLa[u o ¤ © Z#Zku t o YrX«§Z#fjZ#«±g/¦§uCfjZ# m cLfjZ#q ¦§u  l zi­?»¼Z"¤¦§«¯«
q¦§abt#dXaba o u£¦§f¦¯u abZ#t$fj¦ o u i­ ­  f®¦§a
¦¯uªfjZ m Zkahfj¦§uXf o u o fj¦¯t#ZfjU<cLffjUXZ ©Xmbo cLqtRcFahfncLqq m Z#aba2q o Zkau o f2Z$ei¦§ahfcFuªgY osm Z s¦±fU<cFa © Z#Zku m Z#rX«¸cLtkZ#q
© gYdX«§fj¦§tRcFahfcFqXq m ZkababZ#ak­P«§«iqXZ$fcF¦§«§at o uXt#Z m uX¦§uXfjUXZ  l2 zcFqXq m Z#abab¦§uXc m tUX¦±fjZkt$fjd m Z
tLcFu © ZV² o dXuXq
¦¯u >±\R@­
F  &(- &:&"
T+¤ o ¦§Yr o{m fcFuªfr m ¦§uXtk¦§r<cF«§aVsdX¦§qXZkqfjUXZ¥qXZ#°Xu¦±fj¦ o u o ²  l z%r<cFt ½ Z#fUXZRcFqXZ m ak¿
 MPOPOQ1R&SSUTPTT1V `PY:Z.[:\V ]Z`
acb6^dace
K
  c|ab¦§Yr«§Zs2Y¦§uX¦¯Y®cF«§¦§ahfcFrXr mbo cFtU?abU o d«§q © Z-fc ½ Zkuc ªo ¦§qX¦¯uXO« o fja o ²¶ahfcRfj¦¯tRcF«§«±gÁcF«§« o tRcLfjZ#q
© dif m c m Z#«±g-dabZ#q o rifj¦ o u°Z#«§qXa 
  fjUZc m tUX¦±fjZkt$fjd m Z¥abU o dX«¯q © ZZ$eHfjZ#uab¦ © «§ZªcF«§« o ¤¦§u%fjUZ¥ZRcFahg¾cFqXqX¦±fj¦ o u o ² o rXfj¦ o u<cF«²¬ZLcLfjd m Z#ak­
J osm cF«§«¦±fjanab¦§Yr«§¦§t#¦§f·gª{Z  ZkufjUXZ © cFab¦§t¶² osm Y o ²cFu  l zUZRcFqXZ mo ³Z m ana o YZ¦¯Yr osm fcFuªfnuXZ#¤
²¸ZRcLfjd m Zkak­
8:9@8:9<; /21
TVUZ¨Y o qX¦§°XtLcLfj¦ o u o ²¥fjUXZ¼cFqXq m Z#aba"«§ZkuX{fjU ¦§au o f"fjUXZ o uX«±g tU<cFuXsZOfjU<cLf o t#t#d mbm Z#q ¦§u fjUXZ  l
r mbo f o t o «­TVUZcF¦§Y © ZkUX¦§uXq|cL«¯«fjUXZKY o q¦§°XtRcLfj¦ o uXaV¦§aVf oo rXfj¦§Y¦§ÕkZ¶fjUZf m ZRcLfjY[Z#uªf¦§uXab¦¯qXZc mbo difjZ m
¦¯u osm qXZ m f om ZkqXdXtkZKfjUXZK«¬cLfjZkuXt$g-¦§u"ZLcLtU"¦§uªfjZ m YZkqX¦¬cLfjZ mbo difjZ m cF« o uX®crcLt ½ Z$f	 aqXZk«§¦  Z m g-r<cLfjU­
next header hops number
src address
dest address
vers. prio. flow ID
data length
0 8 16 24 32
J¦§sd m ZK¿  l z%UXZRcFqXZ m °XZ#«§qa
TVUXZY o ahf¦§Yr osm fcFuªf o rifj¦§Y[¦§ÕRcLfj¦ o uO¦¯aKfjUXZab¦§Y[rX«§¦§°tRcLfj¦ o u o ²fjUXZ[UXZRcFqXZ m ² osm Y®cLfK¤UX¦¯tUAU<cFa
u o ¤ c°ieiZ#qab¦§ÕkZs­TVUXZnuXZ$¤ÁUXZLcFqXZ m ¦§a¦§«§«§dahf m cRfjZkq o u°Xsd m Zn­2Ô o YZ  l UXZLcLqZ m °XZk«§qXa+Uc  Z © Z#Zku
q mbo rrZ#q osm Y®cFqXZ o rXfj¦ o u<cF«f o|m Z#qXdXtkZ®fjUXZ®t o Y[Y o uiº;tRcFabZ®r mbo tkZ#abab¦§u|t o ahf o ²r<cFt ½ Z$fU<cFuXqX«§¦§u
cFuXq¨f o"½ ZkZ#r¨fjUXZ © cFuXqi¤¦§qXfjU ok Z m UXZRcFq o ²fjUZ  l z-UXZRcFqXZ m cFa¥« o ¤ cLa¥r o abab¦ © «§Z¦§u¨abrX¦±fjZ o ²fjUXZ
¦¯uXt m ZLcLabZkqab¦¯Õ#Z o ²fjUXZcFqXq m Z#ababZ#a
TVUXZUXZLcFqXZ m q o Z#a+u o ft o uªfcF¦§ucFuªgKY osm Z2fjUZ2tUXZ#t ½ abdY °Z#«§q­  uXqZ#Z#q+ © Z#tRcFdXabZ o ²HfjUXZqXZkt m ZLcLabZ
o ²fjUXZTT  ¡c6<¡¸L V°XZk«§q5¦§u"fjUXZ  l [UXZRcFqXZ m cLf¶ZRcFtU¾U o r+_8u o ¤ fjUXZ¥U o r  cF«§dZ:ifjUXZ
tUXZ#t ½ abdXY °Z#«§qU<cFqf oP© Zt o YrXdXfjZ#q © g%cL«¯« mbo difjZ m a m Zkt#Zk¦  ¦§uXfjUXZ
r<cFt ½ Z#f¤UX¦§tU¥gi¦§Zk«§q¥f o Y[Z#Y osm g
t o rX¦§Z#a-cFuXq£¤cFahfjZ o ²t o YrXdifcLfj¦ o u?fj¦§Y[Z"¦§u£ZLcFtU ¦§uªfjZ m YZ#q¦¬cLfjZ mbo difjZ m ­ J o{m u o f®« oHo ab¦§uX/cFuªg
abZkt#d m ¦§f·gª<fjUXZ  Z m ¦¯°XtRcLfj¦ o u¾YZktU<cFuX¦¯abYaKc m Zu o ¤ ¦§Y[rX«§ZkYZ#uCfjZ#q5¦¯u|UX¦§sUXZ m º;«§Z  Z#«r mbo f o t o «¯ak­¶TVUZ$g
cF«§«CYdahfU<c  ZVctUXZ#t ½ abdXY ¤UX¦§tU¦§uXtk«§dXqXZkacrXabZkdXq o º;UXZRcFqXZ m f o Z m ¦§²¯gKfjU<cLffjUXZ  l tU<c m cLt#fjZ m ¦§ahfj¦¯t#a
^_^ ëa`PbPcPbd

Uc  Zu o f © Z#Z#u5tU<cFuXsZ#q­,J o{m Z$ecFYrX«§ZfjUXZ A l tUXZkt ½ abdXY ¤UX¦§tU"¤cFa o rifj¦ o u<cF«duXqXZ m  l2 [¦§a
u o ¤ Y-cFuXq<cLf osm gª­
TVUXZ¥ab¦§ÕkZ o ²fjUXZUXZLcLqZ m ¦§a°ieiZ#q+­TVUXZ m Zc m Zu o Y osm Z o rifj¦ o uXa¦§u"fjUZ¥UXZRcFqXZ m ­
TVUXZcF¦§Y UXZ m Z
¦¯a¶f o ¦§uXt m ZLcFabZcLuq o rifj¦§Y[¦§Õ#Zr<cFt ½ Z#fr mbo tkZ#abab¦§uX¦¯uXab¦§qXZ%ZRcFtU mbo dXfjZ m ak­  uqXZ#ZkqÊ¦±f¦§aY%dXtU¨Y osm Z
ZLcFab¦§Z m f o f m ZRcLf°ieiZ#q?ab¦§ÕkZ-UXZLcLqZ m a%fjU<cFu  c m ¦¬c © «¯Z o uXZkak­¼TVUXZ o rifj¦ o uXaU<c  Z © Z#Z#u m Z#rX«¬cFtkZ#q © g
uZ$¤ UXZRcFqXZ m a¶tLcL«¯«§Z#q?s#X ¡8{X ¤UX¦¯tU¾rX«¬c#g¾ÀCdX¦±fjZ¥fjUXZacFYZ mbo «§Zs­CJ¦§Z#«§qaPc m Z%cF«§¦¯{uZ#q o uOzFFº © ¦±f
¤ osm qXak­TVUXZ¶Y[¦§uX¦§Y-cF«}OT=A ·È¨Ä9s¡c6%Ç76 bÄ{X X{  ¡¸2ab¦¯Õ#Z¶UcLa © Z#Z#u-abZ$ff o \R5{ © gHfjZ#ak­2TVUXZ
Éi < PÇ 6 "$¥¦§ac  cF«§dXZ¶¤UX¦§tU-¦§a
qXZkt m ZRcFabZkq © g®Z  Z m g mbo difjZ m ­» UZ#u-¦±f m ZRcFtUXZ#aFCfjUXZPrcLt ½ Z$fV¦§a
q mbo rrZ#qOcLuqOcLu¾Z mbmbosm Y[Z#abacFsZ¦§aabZ#uªf¶f o fjUXZ osm ¦§s¦§u<cLf osmo ²fjUXZr<cFt ½ Z#fR­
TVUXZ®9bÄ #±ÄF  cFuXq
 52 '°XZ#«§qaV¤¦§«§« © Z¥qX¦§abt#dababZ#q5¦§u"abZ#t$fj¦ o u|H­ ­
µ¶uXZn¦§Y[r osm fcFuªfr o ¦§uªf¦¯afjU<cLf² m cFsYZ#uCfcRfj¦ o u¥q o Zka+u o fZ#eH¦¯ahfcFuªg¥Y o{m Zª­  fU<cFa © Z#t o Y[ZdXabZk«§Z#aba
¤¦§fjUÁfjUXZ"dabZ o ²KcAÄ{8É¼È¨Ä9ª¡@6Ç 6 bÄ{X X{  ¡¬%qX¦§abt oR Z m ¦¯uX¼cF«§ osm ¦±fjUXY¾­ÁTVU¦§a®cL«¯ osm ¦±fjUY
¤ osmb½ a¦¯u¼fjUXZ®² o «¯« o ¤¦§uX"¤c#gC­IJ¦ m ahf%¦±f%qXZkt#¦§qXZkafjU<cLffjUZ l }|T=A ¦§aZRÀªdcL«nf o fjUXZ-}OT=A o ²
fjUXZ
« o tLcF«+«§¦§u ½ ­  ²fjUXZ%r<cFt ½ Z$f¦§af oHo « o uXÊcFu|Z mbmbosm YZkabacF{Z¦§a m Zkt#Zk¦  Z#qOcFuXq¾fjUXZabdXrr o abZ#q l }|T=A
¦¯aPqXZ#t m ZRcFabZ#q­¥u o ¤¦§uX®fjUcRf¦§ftRcFuXu o f © Z%dXuXqXZ m \R	{ © gHfjZ#akfjUXZ l }|T=A ¦§aP² o duXq­  d m ¦§u"c
t o uXuXZ#t#fj¦ o uH« o uXsZ m r<cFt ½ Z#fja
tLcFu © ZabZ#uCf¦§u osm qXZ m f o% Z m ¦§²¬g[fjU<cLf
fjUXZ l }OT=A UcLau o f¦§uXt m ZLcFabZ#q­
ÔH¦§uXt#ZKfjUX¦§ar mbo f o t o «¤ o{mb½ a o u5fjUXZ[R "#¡  Äª :{$   } l Z mbmbosm YZkabacLsZªXU¦§sUXZ m r mbo f o t o «§aU<c  Z
f o r mboR ¦¯qXZKa o YZ m Z#«§¦¸c © ¦§«§¦±f·gcLuq"Z  Z#uCfjd<cF«§«±g®f om Z#f m cFuXabY¦±fq<cLfci­
 s$X ¡9{i c m Zc¶uXZ#¤ t o uXt#Zkrif o ²  l2 zi­  f2¦§a2ÀCdX¦§fjZab¦§Y[¦§«¬c m f o  l º;¦§uiº  l Z#utRcFrXabdX«¬cLfj¦ o u­TVUZ$g
c m ZUZRcFqXZ m aKfjUcRf%c m Z[cFqXqXZ#qAf o fjUXZ  l UZRcFqXZ m  © Zk² osm Z osm cL²¬fjZ m +qXZ#rZkuXqX¦§u o u¨fjUXZ|s#X ¡8{­
TVUZ$gr mboR ¦§qXZ¶r<c m fj¦§tkdX«¬c m ¦§u² osm Y®cLfj¦ o uXan² osm r<c m fj¦§tkdX«¬c m t#¦ m tkdXYahfcFuXtkZ#ak­6J osm Z$ecFYrX«¯Zsª¦±ft o dX«¯q © Z
cFu 
	  ÉiÄ%#ª#  VÔ l ¦§aPr m Z#abZkuªfjZ#q|¦§u|abZ#t#fj¦ o uOH­öx'
f o s¦  Z¦¯uX² osm Y-cRfj¦ o uaPc ©o dif¶fjUXZcRfbf m ¦ © difjZ#a
o ²fjUXZabZkt#d m ¦±f·g|cFaba o t#¦¬cLfj¦ o u¾dXabZkq¾¤¦±fjU5fjUXZr<cFt ½ Z#fR osm cFu¨bV <!·9ÇH$ ¡¸	"ÉiÄ%#ª$¦§²fjUXZr<cFt ½ Z#f
¦¯aZ#uXtLcLrabdX«¬cLfjZ#q5¦§u  l ­  ½ Z$gZ$eHfjZkuXab¦ © ¦§«¯¦±f·g®²¬ZLcLfjd m Z o ²  l z%¦§aVfjUZc © ¦§«§¦§f·g[f o Z#uXt o qZsi¤¦±fjU¦§u
cFuÁZ#eHfjZ#uXab¦ o ufjUXZ"cFt$fj¦ o u/¤UX¦§tU?c mbo difjZ m%o{m U o ahfabU o d«§qÁrZ m ² osm Y ¦§²cFu o rifj¦ o uÁ¦§a%dXu ½ u o ¤u+­
TVU¦§arZ m Y¦±fjaKfjUXZ-¦§uXt m ZkYZkuªfcF«2qXZkrX« o giYZkuªf o ²cLqqX¦±fj¦ o u<cF«²¸dXuXt#fj¦ o u<cF«§¦±fj¦§Zka¦¯uªf o cFu o rZ m cLfj¦ o u<cF«
uZ$f·¤ osmb½ ¤¦±fjU®cY¦§uX¦¯Y®cF«iq<cFuXsZ mo ²qX¦§a m drifj¦ o u­6P«§«iqZ$fcF¦§«§a2t o ut#Z m u¦§uXfjUZ  l2 zUXZRcFqXZ m ² osm Y-cRf
c m Z¥{¦  Zku¦¯u > :@­
8:9@8:9@8 /  1435
  } l2 z¦§a¶Y osm ZKfjUcLuOcab¦¯YrX«§Z¥Z ªo «¯difj¦ o u o ²   } l ­  f¶u o ¤ cF«§a o abdXrr osm fjafjUXZ²¬duXt$fj¦ o u<cF«§¦§fj¦§Z#a
o ²6P^ l cFuXq  <} l ­
type code checksum
ICMP data
0 8 16 24 32
J¦§sd m Z Hi¿   } l z%UXZLcFqXZ m °XZk«§qXa
acb6^dace
y
  } l zahfj¦§«§«XU<cFuXqX«§Zka2fjUZt o uªf mbo « osm Z mbmbo{m YZ#abacFsZ#an«§¦ ½ Z¥ÇHbÄª$ÉiÄ%"$± #ª 9¡¸Ä{9¡8{<%b{ÇH
ÉiF 9 XÄª:F#R "#¡ {­2TVUXZf·girZ o ²<fjUZY[Z#abacFsZ¦§anabZ$fn¦§ufjUXZ 4$X°Z#«§q o ²fjUXZ   } l2 zr<cFt ½ Z#f
UZRcFqXZ m cFa¦¯«§«§dXahf m cLfjZ#q o u-°Xsd m ZDHiicFuXq+C¦¯²ÊuXZkt#Zkabac m gCXc¥r m Zkt#¦§ab¦ o u®¦¯as¦  Z#u-¦§u[fjUXZ#ª°XZ#«§q+­ E dif
  } l2 z"¦§acF«§a o5m Zkabr o uXab¦ © «§Z[² osm fjUZ¾<#¡ FÉ"{ #{¡¬ ${F$[4Or mbo f o t o «;­®TVU¦§a¥r mbo f o t o «n¦§a¥dabZ#q¼² osm
q¦§³Z m ZkuªfVfcFa ½ ak¿
   #%#{j  $ ${òÇH9¡9{¿+fjUXZr m ¦§uXt#¦¯rX«§Z
¦§aÀCdX¦§fjZfjUZVacFYZ¶cLa² o{m P^ l ¦§u  l ­TVUZVqX¦§³Z m Z#ut#Z
¦¯aVfjU<cLfu o uXZ$¤ r mbo f o t o «¦§aqXZk°XuXZ#qX¦±f¦¯aVU<cFuXqX«¯Z#q © g   } l ­
  #¡ {É"{  bÄªÉiÄ%"#¡¬ò¡¬ 4 $#9¡8{¿fjUX¦§aK²¬ZLcLfjd m Z%q¦§q¨u o f¥Z#eH¦¯ahfKdXuXqXZ m  l ­  fjacF¦§Y ¦§a
f o Z m cFabZdXu m ZLcLtU<c © «§ZU o ahfjaV¦§u-fjUZPt o u°Xsd m cLfj¦ o u®fc © «§ZkacFuXq-f o tU<cFuXsZfjUXZ mbo difj¦¯uXfc © «§Z
¦¯²c mbo difjZ m ²8cF¦§«¯aVq o ¤u­
  1n{ 8 sÇHjÄ{9¡8{¿fjUXZcLdXf o Y-cLfj¦§tPt o uX°Xsd m cLfj¦ o u o ²fjUZt o YrXdifjZ m ¦§acFu o fjUXZ m uXZ$¤ ²¸ZRcLfjd m Z o ²
 l zi­  f2s¦  Z#afjUXZVr o abab¦ © ¦§«§¦§f·gKf o c¶uXZ$¤«§gt o uXuXZkt$fjZ#qt o Y[rXdifjZ m f o qXZ$fjZ m Y¦§uZ¦±fjacLqq m Z#ababZka
8¦¯u®²8cFt#ffjUXZ¶r m Zk°ie1 mbo dXfjZ m akHqXdXrX«¯¦§tRcLfjZ#qcFqXq m ZkababZ#acFuXq-qX¦§³Z m Z#uªf
r<c m cFYZ#fjZ m aabdXtU5cFanfjUXZ
}OT=A o ²fjUXZ¥«§¦§u ½ CfjUZKY®cLei¦§Y-cL«ÊU o rXauCdXY © Z m ­
  $#{¡¸b$9¡9{ #{¡8Ä{9¡9{¿fjUX¦¯aYZ#abacFsZK¦¯adXabZ#q"¤UXZkufjUXZ mbo difjZ m½ u o ¤a¶c © Z#fbfjZ mVmbo difjZª­
 <} l <fjUXZ«§Z  Z#«x[r mbo f o t o «+¤UX¦§tU¾¤cFaPdabZ#q|dXuqXZ m  l [f o Y®cFu<cFsZYdX«±fj¦¯tRcFahf¶abZ#abab¦ o uakq o Zka
u o fZ$ei¦§ahf2cFuªgY osm Zs­  fjar<c m fj¦§tkdX«¬c m fcFa ½ a2c m Z
u o ¤?U<cFuXqX«§Zkq © g  <} l2 zi­TVUXZ
qX¦§³Z m Z#uªfY[Z#abacFsZ#a
cFuXq5fjUXZYdX«±fj¦¯tRcFahfr mbo f o t o «c m ZqX¦§abtkdXababZ#q¾¦¯u"abZkt$fj¦ o u|i­ ­ P«§«qXZ#fcF¦§«§at o uXt#Z m uX¦§uX   } l z[c m Z
s¦  Zku¦§u > K@­
8:9@8:9+*   1'BAÑ	 1
} o q¦§°XtRcLfj¦ o uXaY-cLqZ[f o T  l cFuXqA l t o uXt#Z m u/f·¤ o Y®cF¦§u?c m ZRcFak­¨TVUXZ-° m ahf o uZ-qXZLcL«¯a¤¦±fjU
qcRfc¦§uªfjZk m ¦±f·gÊ¿2crXabZkdXq o  l UZRcFqXZ m U<cFa © ZkZ#u5cFqXqXZkq-f o fjUXZt o Y[rXdifcLfj¦ o u o ²fjUZtUXZkt ½ abdXY¾­  u
A Kl ¦±fjat o Y[rXdifcLfj¦ o u © Z#t o Y[Z#aY®cFuXq<cLf osm g¼cFuXq/¦±f¦§a¦§uCfjZ# m cLfjZ#qA¦§uAfjUXZ®UXZLcLqZ m cLa¦±f¥¤cFa¦¯u
 l ­6J osmn©o fjU[r mbo f o t o «§akª¦±fnYdahfnt o uªfcF¦§u-crabZ#dXq o º  l º;UXZLcLqZ m ª¤UX¦¯tU[¦§aqZ#rX¦§t#fjZ#q o u[°{d m ZPzi­
TVUXZabZ#t o uXq o uXZPt o uXt#Z m uXaVr<cFt ½ Z$fV«¯Z#uX{fjU­  f¦§a
u o ¤ r o abab¦ © «§Z¶f o abZ#uXq
$Ç 6 "UsbÄ56 	> @;H¤UX¦§tU
c m Z
rcLt ½ Z$fja« o uXsZ m fjU<cFu[zH%Hsxsz © gCfjZkak­TVUZ$gtRcFu%u o fc © «±g © Z
dXabZk²¬dX«i¦¯u%qX¦§ahf m ¦ © dXfjZ#qt o YrXdifcLfj¦ o u­
J osm Z#eXcFY[rX«§ZscFu  l oR Z m }¾g m ¦¯uXZ$f¥¤¦§«§« © Z#uXZk°if² mbo YÆfjUZ¦§uªf mbo qXdt$fj¦ o u o ² p dXY ©o  m cLY¾­"ÔC¦§ut#Z
fjUZ m Z¶¦¯au o rXUªgiab¦§tLcL«Ê}|T=A °XeHZkq-¦§u-}5g m ¦§uXZ#fRCr<cFt ½ Z#f
tRcFu © Z o ²cFuªg[ab¦§ÕkZ¶¤UX¦§tUcF«§« o ¤ f o cFtU¦§Z  Z
ZTRt#¦§ZkuªfVfjU mbo dXsUXrdifR­
 &(7-$'&(0+ - ! -7  +-7 & ! +!*+   P 
 l z¦§uXtk«§dXqXZkafjUXZqXZ#°uX¦±fj¦ o u o ²cFu¾Z#eHfjZ#uXab¦ o u"¤UX¦§tU¾r mboR ¦§qXZ#a¶abdXrr osm f¶² osm cLdXfjUXZ#uªfj¦¯tRcLfj¦ o u¾cFuXq
qcRfcO¦§uªfjZk m ¦±f·gª­ TVUX¦§aZ#eCfjZkuXab¦ o u?¦¯a¦¯uXt#«§dqXZ#q cFa®c © cFab¦§t5Z#«¯Z#YZkuªf o ²  l zAcLuq abdXrr osm f[² o{m ¦±f
¤¦¯«§« © Z m ZRÀªd¦ m Z#q¦§u¾cF«§«Ê¦§Y[rX«§Z#Y[Z#uªfcLfj¦ o uXak­  l zcF«§a o ¦§uXtk«§dXqXZka
fjUXZKqXZk°XuX¦±fj¦ o u o ²cFu"Z#eCfjZkuXab¦ o u-f o
abdrXr osm ft o uX°XqZ#uªfj¦¬cF«§¦§f·g © gdXab¦¯uXZkuXt m girifj¦ o u­
^_^ ëa`PbPcPbd
\k
0 next header
data length
dest address
src address
0 8 16 24 32
J¦§sd m Zzi¿  l zrXabZ#dq o º;UXZRcFqXZ m ² osm tUXZ#t ½ abdY t o Y[rXdifcLfj¦ o u
T¤ o « o uX{º;a o d{UCfabZ#t#d m ¦±f·g o rifj¦ o ua¥º o ³Z m ¦§uX|abZ#tkd m ¦±f·g¼²¬ZLcRfjd m Z#acLffjUXZ mbo difjZ m «§Z  Z#« o ²VfjUXZ
T  l (  l c m tUX¦±fjZkt$fjd m ZªX¤UXZ m Z¥fjUZ$g5tRcFu © Z#uXZk°ifKcF«§«T  l (  l cFrXr«§¦§tRcLfj¦ o uXaºU<c  ZcL« m ZRcFqig © Z#Zku
qZ#°XuXZkq¾cFaZ#eHfjZ#uXab¦ o uXaVf o fjUXZ  l z%UXZRcFqXZ m ­
TVUXZ  l z PdifjUXZkuªfj¦§tRcLfj¦ o u ´PZLcLqZ m r m Z  Z#uªfja®dXu<cFdifjU o{m ¦¯Õ#Z#q U o ahfja[² mbo Y abZ#uqX¦§uXAf m cDRt"f o
tkZ m fcF¦§u¼qXZkahfj¦§u<cLfj¦ o uXa © g¼° m ahf%² osm t#¦§uX5fjUZ®abZ#uXqZ m f o /« o ¾¦¯uªf o /fjUXZ m Z#t#Zk¦  Z m ¦§u?c5abZkt#d m Z[¤c#gC­
TVU¦§aZ#eHfjZ#uXab¦ o u¾«§ZRc  Z#afjUXZabrZ#tk¦§°Xt#a o ²fjUXZ%cFdifjUXZkuªfj¦§tRcLfj¦ o u¾cF«§ osm ¦±fjUXY dXr5f o fjUZ¥¦§YrX«¯Z#YZkuªfjZ m ak
© difr mbo Y¦§abZkaVf o Z#«§¦§Y[¦§u<cLfjZKc%ab¦§suX¦§°XtLcFuªft#«¬cFaba o ²uXZ$f·¤ osmb½ /U<cFt ½ Z m /KcRfbfcFt ½ ak­
T o r m Z  ZkuªffjUXZ¥¦§uCfjZ m t#Zkrifj¦ o u o ²abZkuXab¦±fj¦  Zf m cDRtsXfjUXZ  l znuXtLcFrXabdX«¬cLfj¦§uXÔCZ#tkd m ¦±f·g´PZRcFqXZ m
cF«§« o ¤afjUXZ  l z/f m cDRtAZ$eitU<cFuXsZ#q © Z#f·¤
Z#Z#u f·¤ o U o ahfja"f o © Z¨ZkuXt m girifjZkq­ P«§a o cL«¯ osm ¦±fjUYº
¦¯uXqXZ#rZ#uXqXZkuªfRª¦±fjanahfcFuXq<c m q®dXabZ o ²  
Ô  E  Z#uXt m gHrXfj¦ o u¤¦§«§«Y[ZRcFu[abZ#tkd m Zf m c RtZ  Z#ufjU mbo dXsU
fjUZ  uCfjZ m uXZ#fR­
ÔCZ#tkd m ¦±f·g ¦¯aabdXtU cLu ¦§Y[r osm fcFuªf¦§ababdXZOfjU<cLfg o d Y-c#g u o f"uZ#Z#q f o ¤cF¦±f"² o{m  l z¼f o {Z#f
¦§fR­ TVUXZ  l2 zAabZ#t#d m ¦±f·g abrZkt#¦§°tRcLfj¦ o uXa[r mboR ¦§qXZ¾ZkuXtRcFrXabdX«¸cRfj¦ o u o ²PfjUXZ  l abZkt#d m ¦§f·g r<c#gi« o cFq£¦¯u
 l Z#ababZkuªfj¦¬cF«§«±gÁZkYdX«¬cLfj¦§uOfjUXZ Ò Z#eCf[´PZLcLqZ ml c#gi« o cFq£°XZ#«¯q o ²  l zH­ ´ o ¤
Z  Z m n¤UX¦§«§ZfjU¦§a
¦¯YrX«§ZkYZkuªfcLfj¦ o u®¦¯a¶cLu o rXfj¦ o u<cF«Ê¦§ababdZK¦§u  l i¦§f¦§a¶c%Y®cFuXqcRf osm g-rc m f o ²  l zi­
8:9+* 9<;  - Ì  Ì¾Ð  /21¥ Ì 
 l abZkts¶h 	 $Çi¡¬ 4AVb{R{ 
qXZkab¦§suXa"cAabZ$f o ²KYZktU<cFuX¦¯abYakcLf®fjUXZ  l «§Z  Z#«;¤UX¦§tU cF¦§Y f o
r mbok ¦§qZPfjUZK² o «¯« o ¤¦§uXabZ#t#d m ¦±f·g-abZ mh ¦§tkZ#ak¿
   o uX°qXZ#uªfj¦¸cL«¯¦±f·gÊ¿¦±fr mbo fjZkt$fjaq<cLfc%² mbo Y © Zk¦§uX m ZRcFq © g-u o uXº·cLdXfjU osm ¦§Õ#Zkq"¦§uXqX¦  ¦¯qXd<cF«§a 
   uCfjZ# m ¦±f·g ¦§u u o uXº;t o uXuXZkt$fjZ#q Y o qXZs¿¼¦±f"r mbo fjZ#t#fja-q<cLfc¼² mbo Y © Z#¦§uX?tU<cFuXsZ#q qXd m ¦§uX/fjUXZ
f m cFuXab²¸Z m 
acb6^dace
\s\
  PdXfjUXZ#uªfj¦¯tRcLfj¦ o u¿+¦§fns¦  Zka2fjUZr mboCo ²fjU<cLffjUXZ m Z#tkZ#¦  Zkq[q<cLfjdXY ¦§an² mbo YvfjUXZ¶qXZ#tk«¬c m Z#q[Zkuªfj¦±f·g9
  lnmbo fjZ#t#fj¦ o u5cFªcF¦§uahf m Z#rX«¬c#gC­
IPsec Untrusted 
Network
Host A Host B
J¦§sd m ZGKH¿TVUXZKU o ahfbº9f o º;U o ahf¶t o uX°Xsd m cLfj¦ o u
Network
trusted IPsecHost
Router
Untrusted 
Network
J¦§sd m Zi¿TVUXZ¥U o ahfbº9f o º mbo dXfjZ m t o uX°Xsd m cLfj¦ o u
Network
trusted 
Network
trusted IPsec
RouterRouter
A B
Untrusted 
Network
J¦¯{d m Zyi¿TVUXZ mbo difjZ m º9f o º mbo dXfjZ m t o uX°{d m cRfj¦ o u
 l abZ#t¾¦§ac¨uXZ#f·¤ osmb½ «¬c#gªZ m r mbo f o t o «;¤UX¦§tU Y[ZRcFuXa[fjU<cLf®¦±f®r mbok ¦§qZ#a®¦±fja[abZ mh ¦§tkZ#a[f o Z  Z m g
U¦§sUXZ m r mbo f o t o «§a¶¦§u¨cf m cFuXabr<c m Z#uªfP¤c#gC­Pu o fjUXZ m r o ¦§uªf o ²2¦§uCfjZ m Z#ahf¦§a¶fjU<cLfP¦§fPtRcFu|u o f o uX«±g © Z
dabZ#q5² osm ZkuXqiº9f o º;Z#uXq5abZkt#d m ¦±f·g © difPcF«§a o f o r mbo fjZ#t$fuXZ$f·¤ osmb½ ak­
TVUXZ¥fjU m ZkZY®cF¦§u5ab¦§fjd<cLfj¦ o uXa¶² osm ¤UX¦§tU  l abZ#t¦§a¶dXabZkq¨c m ZfjUXZ² o «¯« o ¤¦§uX¿nU o ahfbº9f o º;U o ahfRU o ahfbº
f o º mbo difjZ m  mbo dXfjZ m º9f o º mbo difjZ m ­¶TVUZ° m ahfPt o uX°{d m cRfj¦ o u+<r m ZkabZ#uªfjZkq|¦§u¾°Xsd m ZKHfc ½ Z#aPrX«¬cFt#Z¤UXZku
f·¤ o U o ahfja¶¤cLuCf¶f o t o Y[YdXu¦§tRcLfjZ oR Z m c[u o u¾f m dXahfjZ#q|uXZ#f·¤ o{mb½ ­TVUXZabZkt o uXq o uXZª<r m ZkabZ#uªfjZkq¾¦¯u
°{d m Z i o tkt#d m a
¤UXZku®fjUXZ m ZP¦§acuXZkZ#q-f o r mboR ¦¯qXZPabZkt#d m ZcLtkt#ZkababZ#a
f o « o tRcF«uXZ#f·¤ osmb½ aV² osm Y os© ¦§«¯Z
^_^ ëa`PbPcPbd
\R
¦¯uªfjZ m ²9cFt#Z#ak­2TVUXZ¶°Xsd m ZKy¥¦§«¯«§dXahf m cLfjZ#afjUXZfjUX¦ m q-tRcFabZ¤UX¦¯tU®¦§anfjUZ¶t m ZLcLfj¦ o u o ²c Âl Ò C² osm Å ¡¸9ÇXÄ{
V¡¸LÄ{  # 2n{$:<¿2f·¤ o r m ¦  cLfjZuXZ#f·¤ o{mb½ auXZ#Zkqf o t o YY%dXuX¦§tLcLfjZ oR Z m c%u o u5abZ#tkd m Z#q o uZs­
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ApplicationIKE
Sockets
TCP, UDP
IP + IPsec (AH, ESP)
Link
SAD
SPD
Administrator
ask for 
creation
negociate
configure
consult
consult
warnings
point at
J¦§sd m Z\kX¿  m tUX¦§fjZ#t$fjd m Z o ²  l abZ#t
T o r mbok ¦§qZ%¦±fjaPabZ mh ¦§t#Zª  l abZ#t%dXabZkaf·¤ o r mbo f o t o «§ak¿ 
Ô l   <Ä < ÇH§Ä{9¡¬	 	 $Çi¡¬ 4-
j{R{ 
cFuXq P´%   ÇH8Éi#9¡8Ä{9¡9{ Ä%#ª#­ VÔ l  a¶cF¦§Y¦§af o r mboR ¦§qXZt o uX°qXZ#uªfj¦¸cL«¯¦±f·g-cLuq5cLdXfjUXZ#uªfj¦¯tRcLfj¦ o u
© gÁfjUXZ5dXabZ o ²Pahf mbo uXAt m girif o  m cFrXUCgªn¤UX¦§«¯Z P´ o u«±gÁr mbok ¦§qZ#a®cFdifjUZ#uªfj¦§tLcLfj¦ o u£cFuXq£¦§uCfjZ# m ¦±f·gª­
VÔ l cFuXq P´'Y-c ½ ZcFu/¦§uªfjZ#uab¦  Z[dXabZ o ²VZ$eHfjZ#uab¦ o uXakr m ZkabZ#uªfjZkq/¦§u¼abZkt$fj¦ o uÁi­öi­±\sf o f m cFuXabY¦±f
uZ#t#Zkabac m g-¦¯uX² osm Y-cRfj¦ o u+­
VÔ l cFuXq P´ m Zk«±g o u t m girif o  m cFrXUªg£cFuXq a o Y[Z"r<c m cFYZ$fjZ m aYdahf © Z"abU<c m Z#q © g?fjUXZ-f·¤ o
U o ahfja-² osm fjUXZk¦ m r mbo t#Zkabab¦§uX­ T o Y®cFu<cFsZ5fjUXZ#abZ|r<c m cFYZ$fjZ m ak  l abZ#t|¦§uªf mbo qXdXtkZ#a[fjUXZ|u o fj¦ o u o ²
Ô osm 	 $Çi¡¬ 4     #R#¡8Ä{9¡9{­ ÆÔ	 ¦§a®cOabZ$f o ²¶r<c m cFYZ#fjZ m a%¤U¦§tU s¦  Z¾cL«¯«
fjUXZ"¦§uX² osm Y®cLfj¦ o u
uZ#t#Zkabac m gÁ² osm fjUXZ"dXabZ o ²  l abZkts­  Ô	 ¦§aduX¦§«¬cLfjZ m cF«;¤U¦§tU YZRcFuXafjU<cLf¦±f o u«±gÁt o uXtkZ m uXa®c
ab¦¯YrX«§Z#e¼t o uXuZ#t$fj¦ o u+­¼T o r mboR ¦§qXZ-f o fcF«
abZ#tkd m ¦±f·g o u£c¾qdXrX«§Z#e/t o uXuZ#t$fj¦ o u+f·¤ o Ô	PaYdahf © Z
abZ#fR­ r mbo f o t o «U<cFa®cF«§a oA© Z#Zku qXZ  Zk« o rZ#q?f o r mbo tkZ#aba-Ô uZ# o fj¦¬cLfj¦ o uXak¿   #<#_4
 C$ÉiÄ{	ª#­-» UXZ#u?c"uXZ$¤ Ô'¦§auXZkZ#qXZkq¦§u o{m qZ m f o r mbo fjZkt$fc"uXZ$¤ t o uXuXZ#t#fj¦ o u¼² osm Z#eXcFY[rX«§Zs
cFu    q<cFZkY o uO¦§aKdXabZ#q¨f o qigiu<cFY¦§tLcF«§«±g5uXZk o fj¦¸cRfjZfjUZqXZ#ab¦ m Z#q¼Ôv¤¦§fjU¾fjUZ o fjUXZ m U o ahfRcFuXq
m Zkt osm q"¦±f¦§ufjUXZÔ	  HfjUXZ 	 j#ÇH¡¸ 4     #R#¡8Ä{9¡9{ Ä{Ä%"ÄF #$­
acb6^dace
\Rx
T o-½ u o ¤ ¦§u¾¤U<cLfPt o uXq¦±fj¦ o uXa  l abZ#t%YdXahf © ZdXabZ#q+Ô l ak 	 $Çi¡¬ 4[{ò¡8#¡8$ c m ZqXZk°XuXZ#q+­F
Ô l fjZ#«§«§aPU o ¤ o difj o ¦§uX5cLa¤
Z#«§«cFa¦§uXt o Y¦§uX-r<cFt ½ Z#fjaYdahf © ZY®cFu<cFsZ#q­%Ô l ac m Z m Z#t o{m qZ#qO¦¯u
cOÔ l  c 	 #ÇH¡¸ 4"{ ¡9S4 Ä{Ä%"ÄF $#¤UX¦§tU/¦§aY-cLucLsZkq © gAfjUXZ®ahgiahfjZkY*cFqXY¦§u¦§ahf m cLf o{m ­¾TVUXZ
s« os© cF«c m tUX¦§fjZ#t$fjd m Z o ²  l abZkt¾cFuXq?fjUXZ"¦§uªfjZ m cLt#fj¦ o uXa © Z$f·¤
ZkZ#uÁfjUZ¾Ô l  fjUXZ|Ô	  cFuXq?fjUXZ  l
ahfcFt ½ c m Z¥¦§«§«§dXahf m cLfjZkq-¦§u"°{d m Z[\#X­ J osm Y osm ZK¦§uX² osm Y®cLfj¦ o uXac ©o dif¦±fRiabZkZ>±\$%@;­
   -   ! $W+- 
TVUZ m Z#² osm ZsYdX«±fj¦¯tRcFahf¥¦§a¥Y-cFuXq<cLf osm gO¦¯uAZ  Z m g  l z"U o ahfja( mbo dXfjZ m a¥¤UXZ m ZRcFa¦±f¥¤cFa o rifj¦ o u<cF«2¦¯u
 l ­ TVUXZ|r m ¦§ut#¦§rX«¯Z o ²KY%dX«±fj¦§tLcLahf o rZ#ua-uCdXY[Z mbo dXa-rZ m abrZ#t#fj¦  Z#a®¦§u fjUXZ|q o Y-cL¦¯uXa o ²¥YZ#fcRº
t o YrXdifj¦¯uX osm qX¦§ahf m ¦ © difjZ#q|t o YrXdifcLfj¦ o u­  uXqXZkZ#q¦±fZ#u<c © «§Zka¶fjUZqX¦§abrcRfjtU o ²¦§uX² osm Y®cLfj¦ o uOcFuXq
t o YYduX¦§tRcLfj¦ o u © Z$f·¤
ZkZ#u"abZ  Z m cF«ÊZkuªfj¦±fj¦§Zka
¦¯u¾c%uXZ$¤ cFuXq5ZSRtk¦§Z#uªf¤c#g"cFuXq|cFrXrZLc m aVf o© Zc ½ Z$g
r o ¦¯uªf¦§u  ¦§ahf m ¦ © dXfjZ#q  uªfjZ m cLt#fj¦  Z PrXrX«§¦§tLcLfj¦ o u    Ô >ò\H:@­
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» ¦±fjU  l ziY%dX«±fj¦§tLcFahfcFqXq m Z#abab¦¯uX5¦§a¥«§¦ ½ Z#«§g5f o °XuXq¨¤¦¯qXZ m dXabZs­  l2 z  aKuXZ#¤ YdX«±fj¦¯tRcFahfcLqq m Z#aba
² osm Y®cLfcF«§« o ¤a¥² osm f m ¦§«§«§¦ o ua o ²r o abab¦ © «§ZY%dX«±fj¦§tLcLahf¥ mbo dXr¼t o qXZkakZRcFtUA¦¯qXZ#uªfj¦¯²¯gi¦§uXf·¤ o5osm Y osm Z
rcLt ½ Z$f m Z#tk¦§rX¦§Zkuªfjak­TVUXZPabtRcF«¬c © ¦§«¯¦±f·g o ²ÊY%dX«±fj¦§tLcLahf mbo difj¦§u¦¯a¦§Yr mboR Z#q © gcLqqX¦§uXc /abt o rZ /V°XZ#«¯q
f o Y%dX«±fj¦§tLcFahfcFqXq m ZkababZ#a¦§u osm qXZ m f o t o u°XuXZ#qcKr<c m fj¦§t#dX«¸c m YdX«±fj¦¯tRcFahfcFqXq m Z#abaf o cKab¦§uXs«§ZahgHahfjZkY5
m Zkahf m ¦§t$fjZkq/¤¦±fjUX¦¯u c|abrZ#t#¦¯°Xtab¦§fjZscFaba o t#¦¬cLfjZkq/¤¦§fjU cOr<c m fj¦§tkdX«¬c m uXZ$f·¤ osmb½ «§¦§u ½  osm qX¦§ahf m ¦ © difjZ#q
¤ osm «§qX¤¦§qXZs­2}¾dX«±fj¦§tLcFahf
r mboR ¦§qXZkaVY osm ZZ$ei¦ © ¦§«¯¦±f·g¦§u5cY o{m ZZSRtk¦§Z#uªfV¤c$g5cLuq¦±fV¦§a
UZRc  ¦§«±g[dabZ#q
Z  Z#u"¦§ufjUXZ¥Y o ahf © cFab¦§tKr mbo f o t o ««§¦ ½ Z Ò Zk¦§sU ©osm  ¦§abt oR Z m g lnmbo f o t o «a Ò l ­
TVUXZ
cF¦§Y o ²XYdX«±fj¦¯tRcFahf¦§a+f o qXZk«§¦  Z m cVacFY[Znr<cFt ½ Z#ff o cabZ#f o ²X¦§uªfjZ m ²9cFt#Zkak­+TVUZabZ$f o ²i¦¯uªfjZ m ²9cFt#Z#a
¤cF¦±fj¦¯uX¶² osm fjUXZrcLt ½ Z$f¦§atRcF«§«§Zkq%c mbo dr­}¨cLucLsZkYZ#uCf o ²XfjUXZ
 mbo dXr%¦§afjUXZ
rXd m r o abZ o ²   } l zi­
T o cFtUX¦§Z  ZPfjU¦§aVfcFa ½ ifjU m ZkZf·girZ#a o ²YZkabacLsZkaU<c  Z © Z#Z#u5qXZ#°XuZ#q­
  fjUZ° m ahf¥¦§a m Z#sdX«¬c m «±g|abZ#uªf © g mbo dXfjZ m af o"½ u o ¤v¦§²na o Y[Z¦§uªfjZ m ²8cFtkZ#a¥c m Zahfj¦§«¯«¦¯uªfjZ m ZkahfjZ#qO¦¯u
m Zkt#Zk¦  ¦§uX%r<cFt ½ Z#fja 
  fjUZ¶abZ#t o uXq®¦§aabZkuªf © g[¦§uªfjZ m ²8cFtkZ#a¤U¦§tU[¤cFuªff opho ¦§uc¥ mbo dr osm cFacLu"cFuXah¤
Z m f o fjUXZ¶° m ahf
Y[Z#abacFsZ 
  fjUZfjUX¦ m q"YZkabacF{Z¥¦§aabZ#uCf¤UXZku¾cFu5¦§uªfjZ m ²9cFt#Z¤cFuªfjaf o «¯ZRc  Z¥c mbo dr­
J¦§u<cF«§«±gC  l z¦§uªf mbo qXdXtkZ#acuXZ$¤ ½ ¦§uq o ²VcFqXq m Zkabak¿cFu/cFuªgitLcLahfcFqXq m Zkabak­Pu  l z5cFuªgitRcFahf
cFqXq m Z#aban¦¯ac¥ab¦§uXs«§Z  cF«§dXZPcFabab¦§suXZ#q[f o Y osm ZfjU<cFu o uXZ¶¦§uªfjZ m ²9cFt#Zªsf·gHr¦§tRcF«§«±g © Zk« o uXs¦§uXKf o qX¦§³Z m Z#uªf
t o YrXdifjZ m ak­ r<cFt ½ Z$fabZkuªff o cFu¾cFuªgitRcFahfPcFqXq m Zkaba¦§a mbo dXfjZ#qf o fjUXZ /juZRc m Z#ahf5/¶¦§uªfjZ m ²8cFtkZU<c  ¦§uX
fjUcRfPcFqXq m Z#abakcFt#t osm qX¦§uX%f o fjUXZ¥YZLcLabd m Z o ²q¦§ahfcFuXt#Z¥dXabZ#q © g-fjUXZ mbo dXfj¦§uXr mbo f o t o «;­
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TVUZr m ¦§ut#¦§rX«¯Z o ²
Y os© ¦§«§¦±f·g|¦¯aÀCdX¦±fjZuXZ#¤­-TVUXZ-cF¦§YÆ¦§a¥fjU<cLft o YrdifjZ m atRcFu¼ahfc#g¨t o uXuZ#t$fjZkq¨f o
fjUZ  uªfjZ m uZ$f%qXZ#abr¦±fjZfjUZ#¦ m rUªgiab¦§tRcF«Y oR Z#ak­  fcLababdYZ#afjU<cLfc"t o Y[rXdifjZ m tLcFu?cLdXf o Y-cLfj¦§tRcF«§«±g
os© fcF¦§uOcFu¨cFqXq m Z#aba¶¤UZ#u¾¦±fP¦§a¶t o uXuZ#t$fjZkq5f o cFu  l uXZ$f·¤ osmb½"© difKcF«§a o fjU<cLf¶¦§f¶¦§a m ZLcFtU<c © «§Z o u¨c
^_^ ëa`PbPcPbd
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t o uXahfcFuªf¶cFqXq m Zkabak­TVUZ m ZkabdX«±f¦§ac m ZLcRf XZ$ei¦ © ¦§«§¦±f·g[¦§u"uXZ$f·¤ osmb½ Y-cFu<cF{ZkYZkuªf¶cFuXq¾c m tUX¦±fjZkt$fjd m Zª­
´PZ m Z¦§acFuZ#ecLY[rX«§Zª­  F    abZ#uXqXa
cr<cFt ½ Z#f¤¦±fjUfjUXZ 6{8Éi#PÄ%#%#{b$   o ²ÉiF   cFaqZ#ahfj¦§u<cLfj¦ o u
cFqXq m Z#abak­TVUXZ mbo difjZ mVo ²fjUZ 6[{8Éi## 2n{$: o ²nÉiF  H¤¦±fjU-¤UX¦§tUOÉiF   q¦§q5cFu5cFaba o t#¦¬cLfj¦ o u
m ZkqX¦ m Zkt$fja
fjUZrcLt ½ Z$ff o ¤c m qXafjUXZS6 X{jÄ{[4®Ä%#%#{b$   o ²ÉiF  ­ r mbo f o t o «; © cFabZ#q o ufjUXZ¥dXabZ
o ²¶s#X ¡8{X <¤cFa¤ m ¦±fbfjZku"f o uZ# o fj¦¬cLfjZ¥abdXtU¨cFaba o t#¦¸cRfj¦ o ua  © Z$f·¤
Z#Zku5fjUXZ 6[{8Éi$Ä%#%#{b$   o ²nc
t o YrXdifjZ m cFuXq¾fjUXZ mbo dXfjZ m ¤UZ m Z¦±f¶¦§aKcFt$fjd<cF«§«±g"« o tRcLfjZ#q ­VTVU¦§a¶uXZ#¤ tLcLrc © ¦§«§¦±f·g"Y®c#g¾cF«§« o ¤ uXZ#¤
¦¯uªfjZ m ²9cFt#Z#aVf o© ZKZLcLab¦¯«±g®qZ#ab¦§suXZkqf o abdXrXr osm fc m cFuXsZ o ²abt#¦§Zkuªfj¦§°XtcFt$fj¦  ¦±fj¦¯Z#acLt mbo abaqX¦¯ahf m ¦ © difjZkq
UZ$fjZ mbo sZ#uZ o dXat o Y[rXdifj¦§uXrX«¬cLfj² osm Y[a >±\Rz:@;­
8:9  9+*  + <>¯ Í Ð   Ì 3>¸ Ì s > <>§D> Ì 
 o uXtkZ m uX¦¯uX mbo dXfj¦§uX{fjUXZ  l zPUXZRcFqXZ m ¦§uCf mbo qdXt#Zkaf·¤ o ¦§Yr osm fcFuªf/¶d<cF«§¦§f·g o ²ÔCZ mh ¦§tkZ /²¸ZRcLfjd m Zka
f o fjUXZ  uªfjZ m uXZ$f lnmbo f o t o «;¿ o ¤ «¬c © Z#«§a¶cFuXqf m cDRtKt#«¸cLabak­
  o ¤ ¦¯a-c¨abZkÀCdXZkuXt#Z o ²Pr<cFt ½ Z#fja[abZkuªf-² mbo Y cAdXuX¦§tLcFahf®a o d m t#Z5f o c¨dXuX¦§tLcLahf osm YdX«§fj¦§tRcFahf
qZ#ahfj¦§u<cLfj¦ o u­TVUXZ  l z3 o ¤ «¬c © Zk«Zku<c © «§Z#a¶fjUZ  o ¤  aa o d m t#Zf o ¦§qXZ#uCfj¦§²¯g|c[« o s¦§tLcF«abZkÀCdXZ#ut#Z o ²
rcLt ½ Z$fja +¦§uªfjZ mh ZkuX¦§uX mbo difjZ m afjU<cLfKabdXrXr osm f¥fjUX¦§a²¸ZRcLfjd m ZtLcFuOfjUXZ#u¨Y-cL¦¯uªfcF¦§uAc®t o uCfjZ$eHfK² o{m fjUXZ
 o ¤at#d mbm Zkuªfj«±g/¦§uÁf m cFuXab¦±fRfjUCdXa o rZkuX¦§uX|fjUXZq oHosm ² osm r o abab¦ © «§Z o rifj¦§Y[¦§Õ#Zkq/rZ m ² osm Y®cFuXtkZ"cFuXq
t o uXsZ#ahfj¦ o uY®cFu<cFsZ#Y[Z#uªfº m Z#abdX«±fj¦¯uXK¦§u[²8cFahfjZ m sY osm Z m Z#«§¦¸c © «§ZVuXZ$f·¤ osmb½ ¦§uX¥² osm Z  Z m g o uXZªHcL«¯«ÀCdX¦±fjZ
¦¯Yr o abab¦ © «¯Z¤¦±fjU  l2 ­TVUCdaKfjUXZ%dabZ#²¸dX«2°XZ#«¯q  52  ¥ÊtU o abZku © g|fjUXZa o d m tkZtRcFu © ZdXabZ#q © g
mbo difjZ m acFac|t o uªfjZ$eHf   ² o{m Z$ecFYr«§Z[f o ¦§uXt m ZRcFabZ®fjUXZabrZ#Zkq o ²r<cFt ½ Z#fr mbo tkZ#abab¦§uX­  uXqZ#Z#q+
mbo difjZ m a
q o u o fVuXZkZ#q5cFuªg®Y osm ZPf o ¤cLfjtU5cF²¯fjZ m H°XZk«§qXa © dXf o uX«±g o uXZPf o qXZ$fjZ m Y¦§uXZ¶fjUZPt o uCfjZ$eHfR­
 o YYduX¦§tRcLfj¦§u-U o ahfjaKtLcFu¼cF«§a o abrZ#t#¦¯²¯g¨c-rcLt ½ Z$f¥r m ¦ osm ¦±f·gª+c-²¸ZRcLfjd m ZfjU<cLfK¤¦§«§«cF«§« o ¤  l z
mbo difjZ m af o qX¦§abt m ¦¯Y¦§u<cLfjZcFuXq²9c sosm c © «±gcLtkt o YY o q<cLfjZVT  l (  l cFrXrX«§¦§tLcLfj¦ o uXafjU<cLf m ZkÀCdX¦ m ZV²9cLahfjZ m
m Zkabr o uXabZfj¦§YZ 8² osm Z$ecFYrX«§Zªs¦§uªfjZ m cFt#fj¦  Z¶cLrrX«§¦§tLcRfj¦ o ua2«§¦ ½ Z¶T   Ò TKHÔ Ò } l uZ$f·¤ osmb½ Y-cFu<cF{Z#º
Y[Z#uªf%f m cDRts­§­§­ ­¼TVUX¦§a%²¸ZRcLfjd m Z5cL«¯a o|o rZkuXa%fjUXZq oHosm f o c¾U o ahf o ²r o abab¦ © «§Z m ZLcF«±º9fj¦§YZ-uXZ$f·¤ osmb½
cFrXr«§¦§tRcLfj¦ o uXa[fjU<cLft o dX«§q uZ  Z m U<c  Z © ZkZ#u ¦§Yr«§Z#Y[Z#uªfjZkq ¤¦±fjU  l X¶cFuXq Y®c#g£ZkuXU<cFuXtkZ|q¦§ahº
f m ¦ © difjZ#q cFrXrX«§¦¯tRcLfj¦ o uXafjU<cLf®U<c  Z¾abrZ#tk¦§°Xt5²¬ZLcLfjd m Z#a[«§¦ ½ Z   Ô > @­ TVUXZOcFrXrZRc m cFuXtkZ5¦§u fjUZ  l
UZRcFqXZ m¶o ²nc°XZ#«¯q5tRcF«§«¯Z#q¼9bÄ #±ÄF  Z#uc © «§Z#aPcqX¦§³Z m Z#uCfj¦¬cLfj¦ o u o ²abZ mh ¦§t#Zkak­
TVUXZr m ¦§uXtk¦§rX«§Z¥¦§af o
s¦  ZPf o cLtkt#Zkabar mboR ¦¯qXZ m aVfjUXZK² m ZkZ#q o Y'f o U<cFuXqX«¯Zq¦§³Z m Zkuªfj«±g®uXZ#f·¤ osmb½ t o uXsZ#ahfj¦ o u­» ¦±fjU o difqX¦§²¬º
²¸Z m Zkuªfj¦¬cLfj¦ o uXZRcFtU¾r<cFt ½ Z$fPU<cFafjUZ¥acFYZr mbos© c © ¦§«¯¦±f·g-f o[© Z¥q mbo rrZ#q­ E dif¤¦±fjU5qX¦¯³Z m Zkuªfj¦¬cLfj¦ o u
abZ  Z m cF«tk«¬cFababZ#ac m ZqZ#°XuXZkq­ l cFt ½ Z$fjaV¤¦±fjU-UX¦¯{UZ m t#«¬cFababZka
¤¦§«§«U<c  ZcU¦§sUXZ m r mbos© c © ¦§«¯¦±f·g[u o fVf o
© Z m Zk²¬dabZ#q­TVUXZY-cL¦¯u¾¦§uCfjZ m Z#ahf o ²fjUX¦¯a¶Y o qXZk«¦§a¶fjU<cLfP¦§fPq o Z#aPu o f ©m ZRc ½ fjUXZt o uXt#Zkrif o ²/ E Zkahf
n³ osm f5/¶dXabZkq¾¦§u"fjUXZ  uªfjZ m uZ$fR­a rcLt ½ Z$f o ²UX¦§sU5t#«¬cFaba¦§au o f¶abd m ZKf o[m ZRcFtU¾¦±fjaqXZ#ahfj¦§ucRfj¦ o uHfjUXZ
r mbo{© c © ¦§«§¦±f·g®¦§a o uX«§g-U¦§sUXZ m ­µ¶²t o d m abZ¥ZRcFtU"r mboR ¦§qXZ m ¤ o dX«¯q"U<c  ZKf o abZ#fPc%r o «§¦§t$g-¦§u osm qXZ m fjU<cLf
fjUZUX¦§sUXZ#ahft#«¬cFabaq o Zkau o f © Z#t o Y[ZVfjUXZ o u«±g o uXZdabZ#q­J osm cY osm Zr m Z#tk¦§abZqXZkabt m ¦§rifj¦ o u o ²  l zi
abZkZ> z:@;­
   Ó ( 
=v.®$ ¶
TVUZ° m ahfahfjZ#r o ² o d m ¤ osmb½  ©Xm ¦§u{¦¯uX  l z®f o|¹ c  ci+¤cFa¥f o t m ZRcLfjZfjUXZ l  fjU<cLfK¤ o dX«§q¼s¦  Z
f o r mbo  m cLY[YZ m afjUXZr o abab¦ © ¦§«§¦§f·g®f o qXZRcF«+¤¦±fjU  l2 zuXZ#f·¤ osmb½ acLuq5f o[© Z#uXZk°if¶² mbo Y cL«¯«ÊfjUZ¥uXZ#¤
²¸dXuXt#fj¦ o u<cF«§¦±fj¦§ZkafjU<cLfP¤
Z%YZkuªfj¦ o uXZkq © Z#² osm Zs­KTVUX¦§a  l  U<cFq|f o-© Z%t o UXZ m ZkuªfK¦§u m Z#Cc m q|¤¦±fjU¾fjUXZ
acb6^dace
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¹ c  cc m tUX¦±fjZkt$fjd m ZcLuqÊ¦§uOr<c m fj¦§t#d«¬c m <¤¦§fjU¾fjUXZ[cL« m ZRcFqig¾Z$ei¦§ahfj¦§u®uZ$f·¤ osmb½ r mbo  m cLY[Y¦§u  l  
¤U¦§tU"¦¯aVqXZkabt m ¦ © Zkq"¦§ufjUZ ¹ c  c%q o t#dYZ#uCfcRfj¦ o u {­
Ò Z$f·¤ osmb½ r mbo  m cLY[Y¦§u®duXqXZ m¥¹ c  c®¦§aY®cFqXZfjU mbo dXsU|fjUXZ%dabZ o ²fjUXZ
#Ä{FÄ%¯<#¶r<cFt ½ cLsZª­  f
t o uªfcF¦§uXat#«¬cFababZ#a¥¤UX¦§tU¼qXZRcF«2¤¦±fjU¼Z#u o dXsU¼Y[Z#tU<cFuX¦§abYaKf o t m ZLcRfjZ-cFq  cFuXtkZ#q¼uXZ$f·¤ osmb½ cLrrX«§¦§tLcRº
fj¦ o uak­T o qXZkab¦§su o d m r<cFt ½ cF{ZªªtRcF«§«§Zkq*'+,.-	/%+10% 2+#3#'4536"!#%$C¤
Z¶qXZkt#¦§qXZkqf o ahfc m fn² mbo Y fjU¦§a
osm ¦§s¦§ucL«Êr<cFt ½ cLsZª­
  0   -  B- 
Device driver
and Hardware
Application
TCP UDP
IPv4, IPv6
Application
Presentation
Session
Transport
Network
Datalink
Physical
Sockets
J¦§sd m Z\s\s¿TVUXZµ¥Ô  Y o qXZ#«+cFuXq"fjUXZT  l (  l r mbo f o t o «§a
 ²¤
Z« oHo{½ cLf¶fjUXZqX¦¯³Z m ZkuªfPt#«¬cFababZ#a o ²fjUXZ
kÄ{LÄ%¯$r<cFt ½ cF{ZªfjU m Z#ZY®cF¦§u¾«§Z  Z#«§a¶tRcFu © Zq¦§ahº
tkZ m uXZkq­TVUXZkabZfjU m ZkZ«§Z  Z#«¯a¥c m ZqXZkrX¦§t$fjZkq o uA°Xsd m Z5\s\s­[TVUXZ° m ahf o uXZ¦¯aKt o Y[r o abZ#q o ²
t#«¸cLababZka
¤U¦§tU o uX«±gqXZLcL«H¤¦§fjU ¹ c  c¶YZktU<cFuX¦¯abYak¿fjUXZ¥UC 9¡9{X ­TVUXZVabZ#t o uq o uXZV¦§a2t o Yr o abZkq o ²<tk«¬cFabahº
ZkaK¤UX¦§tU¨¦§Y[rX«§ZkYZ#uCfKabZ#abab¦ o u osm cFrXrX«§¦§tLcLfj¦ o uOYZktU<cFuX¦¯abYak«§¦ ½ Z     9    1n{X#9¡8{ osm
o fjUXZ m 1{#  ¥Ä{ #i±#­J¦§u<cF«§«±gCªfjUXZPfjU¦ m q o uXZqZRcF«§a¤¦±fjU-f m cFuXabr osm fYZ#tU<cFuX¦§abY[acFuXq mbo dXsUX«§g
abrZRc ½ ¦§uX¾¤¦±fjU T  l (  l ­»¼Z®¤¦¯«§«tLcF«§«¦±f%fjUXZ¨<# 2n{$:L¡¬	A ##%cFuXqÁ¤
Z-¤¦§«§«n¤ osmb½ cLffjUX¦§a%«§Z  Zk«
ab¦¯uXt#ZfjUX¦§a¦¯a2f·girX¦§tRcF«§«§gfjUXZ m ¦§sUªfnrX«¬cFtkZV¤UXZ m ZV¤
Z¶uXZ#Zkqf o rX«§dX  l z²¸dXuXt#fj¦ o u<cF«§¦±fj¦§Zkak­TVUXZt#«¸cLababZka
© Z#« o uXs¦§uX%f o fjUXZKuZ$f·¤ osmb½ ¦§uXabZ#fPc m ZK«¯¦§ahfjZ#q¦§u5°Xsd m Z[\RH­
+ ServerSocket
+ Socket
+ SocketImpl
+ SocketImplFactory
+ SocketInputStream
+ SocketOptions
+ SocketOutputStream
+ DatagramSocketImpl
+ DatgramPacket
+ DatagramSocket
+ MulticastSocket
+ InetAddressImpl
+ InetAddress
+ PlainDatagramSocketImpl
+ PlainSocketImpl
J¦¯{d m Z\Ri¿TVUXZKuXZ#f·¤ osmb½ ¦¯uXabZ$f
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    int port;
import java.net.*;
import java.io.*;
publi class tcpClient {
public static void main(args[]) {
    Socket s;
    String hostname;
...
        
...
import java.io.*;
publi class tcpClient {
public static void main(args[]) {
    String hostname;
    int port;
import java.net.*; import fr.loria.resedas.net6.*;
    Socket6 s;
J¦§sd m Z[\kxi¿ J mbo Y cFu  l f o cFu  l2 z%r mbo  m cFY
+ DatagramPacket6
+ DatagramSocketImpl6 
+ DatagramSocket6 
+ InetAddress6
+ InetAddressImpl6
+ PlainSocketImpl6
+ PlainDatagramSocketImpl6 
+ MulticastSocket6 
+ SecurityManager6
+ Socket6
+ SocketImpl6
+ SocketImplFactory6
+ SocketOutputStream6
+ SocketInputStream6
+ SocketOptions6 
J¦¯{d m Z\#¿TVUXZ (2§§{¡8Ä%¯b$ $$#ªÄF 2¯<#·¢5r<cFt ½ cLsZ
TVUXZ# 2n{$:R¡¸	 #$2tLcLrXfjd m Z#aVcL«¯«XfjUXZ¶«§¦§u ½ a © Z$f·¤
ZkZ#u[fjUXZ ¹ c  c¤ osm «§qcFuXq[fjUXZ¶uXZ$f·¤ osmb½ ahfcFt ½ ­
TVUZ o uX«±g¾¤c#g|² osm cFu o{©ip Z#t$ff o ¦§uªfjZ m cFt$f¤¦±fjU|fjUXZ%uZ$f·¤ osmb½ ahfcFt ½ ¦§aPf o fc ½ Z[cLu os©ip Zkt$f o ²2fjU¦§a
tk«¬cFaba®cFa[rZkZ m ­ TVUX¦§a[YZLcFuXafjU<cLf[¤
Z"Uc  ZOcOY o qXZk«V¤UXZ m Z|c¨Y o qX¦§°tRcLfj¦ o uÁf o c¨t#«¬cFaba o ²¶fjUXZ
# 2n{$:R¡¸	¼ ##¤¦§«¯«
Y o qX¦§²¬g/fjUXZ"¤U o «§Z © Z#U<c  ¦ osmo ² ¹ c  cO¤¦±fjU uXZ$f·¤ osmb½ ­ J<d m fjUXZ m Y osm ZsfjU¦§a
Y o qX¦§°XtLcRfj¦ o u"Y®c#g © Z¥f m cFuXabr<c m Z#uCf¶² osm fjUXZ¥dXrrZ m º;«¬c#gªZ m¶os©ip Zkt$fja¦§²fjUXZ[# 2n{$:R¡¸	- ##
¦¯uªfjZ m ²9cFt#Z
¦¯aVu o f¶Y o qX¦§°XZkq­
 u osm qXZ m f o r mboR ¦§qXZ
cV oHo q¥¦¯uªfjZ# m cLfj¦ o uc © ¦§«¯¦±f·g¶f oo d m r<cFt ½ cLsZ
cFuXq¥f o Y®c ½ Z2fjUXZqZ  Z#« o rXY[Z#uªf
o ²drXrZ m º;«¸c$gªZ mo{©ip Z#t$fjaZRcFab¦§Z m i¤
Zt o uXab¦§qXZ m fjUXZ¥ahf m dXt#fjd m Z o ²fjUXZ[$ 2n{$:L¡¸'- ##cFuXq5qXZkt#¦§qZf o
½ ZkZ#r-fjUXZKacFYZahf m dt$fjd m Zª­2TVUXZKt o Y[r o ab¦±fj¦ o u o ²+fjUXZ (2¯±{¡9Ä%§j #$#ªÄF 2§#·¢r<cFt ½ cFsZ¦§aV¦¯«§«§dXahf m cLfjZ#q
o ufjUZK°Xsd m Z[\#­
TVUXZ° m ahf os©ª ¦ o dXacFq  cFuªfcFsZ o ²nfjUX¦¯a¥tU o ¦§t#Z[¦§a¥t o qXZ m Z#dXabZª­ Ò o f o u«±g¨² osm fjUXZqXZkab¦§su ;cLuq
t o qX¦§uX o ²2fjUXZr<cFt ½ cLsZ%¦±fjabZk«§² © difcF«§a o ² osm uXZ#f·¤ osmb½ ¦§uªfjZ m cFt$fj¦§uX os©ip Zkt$fjak­¥TVUZf m cFuXab¦±fj¦ o uO² mbo Y
cF« m ZLcFqig®Z#ei¦§ahfj¦§uX  l  os©ip Zkt$fjakif o ¤c m qXaPcFu  l zuZ$f·¤ osmb½ ¦§uX[c © ¦§«¯¦±f·g[¤ o dX«§q © Z¥ab¦§Yr«§Zs7XZ$ei¦ © «¯Z
cFuXqZLcLahgKf o rZ m ² osm Y5­  uY o ahftLcLabZkakF¦±ftLcFu © Z
cFdif o Y®cLfj¦§tLcL«¯«±gPq o uXZ © gKahgiuªfcFt#fj¦§tf m cLuab² osm Y®cLfj¦ o u
¸¤
ZdXabZkq 3#	45­= abU osm fPZ#eXcFY[rX«§ZK¦¯a¦¯«§«§dXahf m cLfjZ#q5¦§u¾°Xsd m Z®\Rxi­= abZ#t o uq © ZkuXZ#°Xf¶¦§afjU<cLf¤
ZqX¦¯q
u o f¥¦§uªf mbo qXdXtkZcLuCg|uXZ#¤ t#«¸cLababZkak­TVUCdXakÊfjUXZdXuXqXZ m «±gi¦§uXabZ#Y®cFuªfj¦¯t o ² ¹ c  c-¦§au o f¥tU<cFuXsZ#q+fjUXZ
abZkt#d m ¦§f·g¨¦§au o fqXZkr m Z#tk¦¬cLfjZ#qÁcFuXqÁ¦§uÁc5Y osm Z®r m cFt$fj¦§tLcL«¤c$gCuXZ#f·¤ o{mb½ r mbo  m cFYY¦¯uX"¤¦±fjU ¹ c  c
m ZkY®cF¦§uXaVfjUZ¥acLY[Zs­
TVUXZ¥«¬cFahf © difu o f¶fjUXZ¥«§ZRcFahfcFq  cFuªfcFsZ¥¦§afjUXZ¥²8cFtk¦§«§¦±f·g o ²¦§uªfjZk m cLfj¦§uabdtUOc
rcLt ½ cFsZK¦§u¾c ¹FÂ }/­i»¼ZK¤¦§«§«ÊabZ#Z¥¦§u"qXZ$fcF¦§«¯aV¦§u"abZkt$fj¦ o uIHi­ ¤U<cLffjUX¦§a m ZLcF«§«±g-YZRcFuXak­
acb6^dace
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TVUZ¶° m ahfVqZ#t#¦¯ab¦ o u[¤
ZPU<cFq®f o fc ½ Z¶¦§u[fjUZ¶f m cLuab«¬cLfj¦ o u o ²ÊfjUXZPuZ$f·¤ osmb½ ¦§uXabZ$fV² mbo Y  l2 f o  l z
¤cFacrXd m Z#«§g[ahgiuªfcFt$fj¦§t o uXZª­»¼ZKU<c  Zf o °XuXquXZ#¤ ucLY[Z#acFuXqfjUXZku-dXrX m cFqXZ¥cF«§«fjUXZ m Z#²¸Z m ZkuXt#Zka
o ³5fjUXZKt o ut#Z m uZ#q o{©ip Z#t$fjak­TVUX¦§aahfjZ#r¤cLarZ m ² o{m Y[Z#q5cFdif o Y®cLfj¦§tLcF«§«±g © gdXab¦§uX[c%ab¦§YrX«¯Zahf m ZRcFY
ZkqX¦±f osm ­  uXqXZkZ#q5Y o qX¦§°tRcLfj¦ o uXa
¤
Z m ZcL«¯«ÊY¦§u osm cFuXq5t o uXab¦¯ahfjZ#q o ² i² osm Z$ecFYrX«§ZªitU<cFuXs¦§u 	 R:{$
¦¯u 	 R:F#·¢F­
 u osm qXZ m f o U<cFuXqX«§Z  l z¥abrZkt#¦§°tRcLfj¦ o uXakC«§¦ ½ ZfjUXZ¶ahf osm cFsZ¶ab¦§ÕkZ o ²+cFqXq m Z#ababZ#akHfjUXZ o fjUXZ m Y®c phosm
Y o qX¦§°XtLcRfj¦ o u-¤cFa¶² o tkdXabZ#q o u"fjUZ¥¦§uªfjZ m ucL«¯a o ² os©ip Zkt$fjak­TVUXZY®cF¦§u"tU<cFuXsZK¤cFa² osm fjUXZ%#   #	!
#{j  t#«¸cLabak­  uXqXZkZ#q+¦§u ¹ c  cicFu  l ¾cFqXq m Zkaba¥¦§a¥ahf osm ZkqA¦§u¨fjUXZ|Ä%#%#{b  °XZ#«¯q o ²$   #%#{j  
os©ip Zkt$fjak<¤U o abZf·gHrZ¦¯acFu 0!5$­¶TVUX¦¯a¶¦§aPu o fPZ#u o d{U|f o ahf osm Z  l z-cLqq m Z#ababZkak­Ô o ¤
ZtU<cFuXsZ#q
fjUZ%f·girZ o ²nfjUX¦§aK°XZ#«¯q¨² osm c8	$5# : o uXZs­TVUX¦§aKY o qX¦¯°XtRcLfj¦ o uO«§Z#qOf o"o fjUXZ mKo uXZkakt o uXtkZ m uX¦§u
cF«§«+cFabrZkt$fja o ²2cLqq m Z#aba m Zkr m Z#abZkuªfcLfj¦ o u<cLqq m Z#abaY®cFu<cFsZ#Y[Z#uªfR­§­±­
 o uXt#ZkriftU<cFuXsZ#a © Z$f·¤
Z#Zku  l  cFuXq  l z¼¤
Z m ZAcF«§a oÁm Z#abr o uab¦ © «§Z|² osm a o YZ o fjUZ m Y o qiº
¦¯°XtRcLfj¦ o uXak­ J osm Z#eXcFY[rX«§ZsVfjUZ|Y-cFu<cF{ZkYZkuªf o ²%cLqq m Z#ababZka © g fjUXZ   	 Äª$Éi¨ahf osm Z#q ¦¯u fjUXZ
$   #%#{b$  [t#«¬cFabaU<cFq¼f o¾© Z[Y o qX¦§°Z#q­  uAfjUZ o{m ¦¯{¦¯u<cF«  Z m ab¦ o u+¤UXZkuÁc"tLcL«¯«2f o fjUXZ"#   #	!
#{j  2#  F   Ä56[]
YZ$fjU o q¾¦¯arZ m ² o{m Y[Z#qfjUZtkd mbm Z#uCf  l cFqXq m ZkabaP¦¯a¶t o Y[r<c m Z#q5f o cF« m ZLcLqXg
½ u o ¤u¾cFqXq m Z#ababZ#a² o{m fjUX¦§aU o ahfju<cFYZs­  ²a o Y[Zq¦§³Z m akHfjUZKU o ahfju<cFYZK¦§aUX¦§qXqZ#uf o fjUZdabZ m cFuXq
fjUZ-r<cF¦ m cFqXq m Z#aba®cLuq?U o ahfju<cFYZ¦§au o ftLcLtUXZ#q+­¼TVUX¦§a © Z#Uc  ¦ osm ¦§au o « o uXsZ m cLtkt#Zkrifc © «§Z-dXuiº
qZ m  l z¤UXZ m Z%c[U o ahfPU<cFa¶² m ZkÀCdXZkuªfj«±g"abZ  Z m cF«cLqq m Z#ababZkakqXZ#rZ#uXqX¦¯uX o u|¦±fja¶¦§uªfjZ m ²8cFt#ZkaPcFuXq|¦±fja
t o uXuXZ#t#fj¦  ¦±f·g®r mboR ¦§qXZ m ak­  u o d m r<cFt ½ cLsZªHfjUXZ¥dXabZ m sZ$fjaVfjUXZ¥U o ahfju<cFYZcLuqfjUZKr<cF¦ m ¦§atRcFtUZ#q­
µ¶²Êt o d m abZsª¤
ZPqX¦§q®u o f
«§¦§Y¦§f o d m abZk«  Z#anf o fjUXZcF« m ZLcLqXgZ$ei¦§ahfj¦§u¥¦§uªfjZ m ²9cFt#Z © dif
¦§Yr mbok Zkq[¦±f © g
¦¯uªfjZ# m cLfj¦§uXuXZ#¤  l z²¸ZRcLfjd m Zkak­T o ¦¯uªf mbo qXdXt#ZnuXZ#¤ o rifj¦ o uXar mbok ¦§qZ#q © g  l2 ziR¤
ZZ#u m ¦¯tUXZkq¥a o YZ
os©ip Zkt$fjaV¤¦±fjUuZ$¤,6[$8Éi#F ­2´ o ¤
Z  Z m ifjUXZKqXZ#ab¦§su o ²fjUXZ#abZ¥²¬duXt$fj¦ o uXaV¤cFaY-cLqZ¥cFtkt osm qX¦§uXs«±g®f o
fjUZ[ab¦§Y[¦§«¬c m ²¬dXut$fj¦ o uXa o ²  l ­5} o{m Z-¦§Y[r osm fcFuªfR+fjUXZ®«§¦¯u ½ fjU<cLffjUXZ#gA¦§uCf mbo qdXt#Z © Z$f·¤
ZkZ#u¼fjUXZ
q¦§³Z m Zkuªf«¬c#gªZ m a o ²fjUZ"rcLt ½ cFsZ¾c m Z"Z$ecFt$fj«§g¼fjUXZ"acFY[Z¾cFa² o{m fjU o abZ o ²fjUXZ o{m ¦¯{¦¯u<cF«
rcLt ½ cFsZs­
TVU¦§aU¦§Z m c m tU¦§tKahf m dXt#fjd m Z © Z$f·¤
ZkZ#u os©Hp Z#t#fjadXabZkq © g"r mbo  m cFYYZ m a¶cFuXq5fjUXZ¥dXuXqZ m «±gi¦§uX[«§¦ ©Xm c m g
¦¯aV¦§Y[r osm fcLuCf² o{m abZ  Z m cF«Êr o ¦¯uªfjak­
TVUXZ5° m ahf®¦§afjUXZ5t o uªf mbo « o ²KcFt#tkZ#abab¦ © «§Z m Z#a o d m t#Zka[² mbo Y fjUXZ5dXrrZ m º;«¬c#gªZ m ak­ Pu Z$ecFYrX«§Z5¦§a
fjUZ #R:F# 	 $69¡9{OY[Z$fjU o q o ²fjUZ%
§Ä{¡¬ 	 R:F#¬6 t#«¸cLabak­  u"fjUXZ o{m gCifjUX¦§aY[Z$fjU o q"s¦  ZkaVfjUXZ
r o abab¦ © ¦§«§¦±f·g%f o abZ$fcFuªg o rifj¦ o u[² o{m fjUXZ¶t o uXtkZ m uXZkq[a o t ½ Z#fªfjUX¦§a¦§afjUXZ¶ZkÀCdX¦  cL«¯Z#uªf o ²fjUXZ ##8 $L :{ 
ahgiahfjZkY tRcF«§«¦§u  ­´ o ¤
Z  Z m fjUX¦§aYZ#fjU o q|¦§au o f¥cFt#tkZ#abab¦ © «§Z² mbo Y fjUXZ%dXrXrZ m º;«¬c#gªZ m ­  fUcLa © Z#Zku
abr«§¦±f¦§u"abZ  Z m cF« o fjUXZ m YZ$fjU o qa o ²fjUXZ 	 L :{$Vt#«¬cFabaabdXtU|cFaK #$ 1+   $±Ä54 o{m  ## ¡c6
Çi9­±­§­
 abZ#t o uXq r o ¦§uªf¦¯a%fjUXZ"Z$eHfjZ#uXab¦ © ¦§«§¦±f·g o ²fjUXZ5ahgHahfjZkY5­  ²c|uXZ#¤ o rXfj¦ o u?¦§a¦¯uªf mbo qXdXt#Zkq2fjUXZ
Y-cFu<cF{¦¯uX¥Y[Z$fjU o qªfjUXZ o uZ¤UX¦§tU[Y-c ½ ZkanfjUXZ¶«¯¦§u ½ ¤¦±fjUfjUXZ¶duXqXZ m «§gH¦¯uX¥«¯¦ ©Xm c m gªicF« m ZRcFqigZ#ei¦§ahfjak­
TVUZ o uX«§gÁ¤ osmb½ ¤ o dX«§q © Z"f o ¦¯uªf mbo qXdXt#Z|cOY[Z$fjU o q£¦§u fjUXZ5UX¦§sUXZ m «§Z  Zk«;f o Y-c ½ Z"fjUXZ o rifj¦ o u
cFtkt#Z#abab¦ © «§Zs­
    P  * -  )%+!+.# d&  )
¥Z#ZkrX¦§uX¾fjUZ®¦¯uªfjZ m ²9cFt#Z o ²VfjUXZO# 2n{$:R¡¸	¨ ##¥¦§u o d m r<cFt ½ cF{Z-¤cFa%u o f[cL«§¤c$gia%r o abab¦ © «§Zs­ J osm
Z#ecLY[rX«§ZªFfjUXZ m Z$fjd m u  cF«§dXZ o ²<fjUZ 	 #F$ 	 R:F#¸ÄªjY[Z$fjU o q¦§acFu os©ip Zkt$f o ²fjUXZVtk«¬cFaba 	 R :{#9­
 f¦¯auXZkt#Zkabac m gfjU<cLf¦¯u o d m r<cFt ½ cF{ZªifjUXZ m Z#fjd m u  cF«§dXZ o ² 	 $F# 	 L :{$·¢ ¸Äª ¦§a¶cFu o{©ip Z#t$f o ²
^_^ ëa`PbPcPbd
\
fjUZ®t#«¬cFaba 	 L :{$·¢F­¨TVU o abZ®tU<cFuXsZ#a%U<cFqÁu o t o uXabZRÀªdZ#uXtkZcFa%« o uX¨cFafjUXZ-t o uab¦§qXZ m Zkq/Y[Z$fjU o qXa
© Z#« o uXVf o t#«¬cFababZka o ² o d m r<cFt ½ cFsZs­» UZ#u¥fjUX¦§a+¦§a+u o f+fjUXZntRcFabZsLt o Y[r<cLfj¦ © ¦§«§¦§f·g¶¦§a+u o Y o{m Z
cLababdYZ#q+­
»/ZcFt#tkZ#riffjUX¦§aK¦§uXt o Y[r<cLfj¦ © ¦§«§¦§f·g¤UXZ#uOfjUXZ os©Hp Z#t#fjaf o ¤UX¦§tUOfjUXZYZ$fjU o q © Z#« o u{ac m Z os©Hp Z#t#fja
¤U¦§tU"qZRcF«¤¦±fjUuZ$f·¤ osmb½ cLfc%UX¦§sUXZ m «¯Z  Z#«;cFa¦§u"fjUXZ¥tRcFabZ o ²fjUXZ   At#«¬cFabak­nTVUZcL¦¯Y o ²+fjU¦§a
rcLt ½ cFsZV¦§a2u o ff oKm Z#r mbo qXdt#ZVfjUXZV¤U o «§ZVuXZ#f·¤ osmb½ ²¸ZRcLfjd m Zka o ² ¹ c  c © dif o uX«§gf o s¦  ZVZku o dXsUf oCo «§a
f o qXZRcF«Ê¤¦±fjU  l zH­
iSecurityManager security  = system.getSecurityManager();
if (security != null)
    if (security nstanceof SecurityManager6)
         security.checkMulticast(mcastaddr);
    else
          throw new SecurityException();
if (security != null)
SecurityManager security  = system.getSecurityManager();
    security.checkMulticast(mcastaddr);
J¦§sd m Z[\H ¿TVUZ 	 $Çi¡¬ 4LÈ¨Ä{Ä9C$%r mbos© «§Z#Y
TVUXZ m ZRcF«ªr mbos© «§ZkY ¤cFa² osm fjUXZ 	 $Çi¡¬ 4¶È¨Ä{Ä9C$Vt#«¸cLabak­T¤ o¶o ²i¦±fja+YZ#fjU o qXakXÉi:#ÈOÇH 9¡9ÄF 9
fc ½ Z os©ip Zkt$fja o ²KfjUXZ¼#   #%#{b  Ot#«¬cFaba5cFa5c m sdXYZkuªfjak­ TVUX¦§a-¤cFaZkY © c mbm cFabab¦§uX © Z#tRcFdXabZOu o
$Éi :kÈ|Çi 9¡9jÄF 8#   #%#{b$ j k¢ 
V¤cFac  cF¦§«¸c © «§Zs­+^Zk²¬dXab¦¯uXPf o t m ZRcLfjZc¶abZ#tkd m ¦±f·gU o «§Z © gu o ffjZ#ahfj¦§u
fjUZ 	 $Çi¡¬ 4|È¨Ä{Ä9ª#2¤
Zq o qXsZ#q/fjUXZr mbo{© «§Z#Y¾­|»¼ZqXZ#ab¦§suXZkq c 	 #ÇH¡¸ 4¾È¨Ä{Ä9C$k¢ t#«¬cFabak
¦¯uXUXZ m ¦§fj¦§uX¾² mbo Y fjUXZ-r m Z  ¦ o dXacFuXq?dXrq<cLfjZ#q/¤¦±fjU/fjUXZqXZ#ab¦ m ZkqÁYZ#fjU o qXak­¨TVUZ#u¤UXZku cFa ½ ¦§uX
² osm YdX«±fj¦¯tRcFahfR2¤
Z5r m Z  ¦ o dXab«§g/fjZ#ahf[¦¯²fjUZ"« o cFqXZkq 	 j#ÇH¡¸ 4¨È¨Ä{Ä9C$ © Z#« o uXsaf o fjUXZ 	 #ÇH¡¸ 4
ÈAÄ{Ä9ª#k¢t#«¬cFabak­  ²ifjUX¦¯a¦§a+fjUZntRcFabZªL¤
ZtRcF«§«ªfjUXZnY[Z$fjU o qXa {¦§²Xu o fRL¤
ZnfjU mbo ¤ c 	 $Çi¡¬ 4  C 9¡9{­
TVUZKtUcLu{Zka¦¯ufjUXZKt o qXZc m Z¥qXZ#r¦§t$fjZkq o u5°Xsd m Z[\Hi­
   1- ,"?-!$  21+
APuqXZ m¹ c  cikfjUXZ2qXZ  Z#« o rXY[Z#uªf o ²CuXZ$¤/²¬ZLcRfjd m Z#ak o difjab¦§qZfjUXZ2ahfcFuXq<c m q ¹ c  c
t#«¸cLaba+«§¦ ©Xm c m gª m ZRÀCdX¦ m Z#a
f o qXZRcF«ª¤¦±fjUYZktU<cFuX¦¯abYafjUcRf2c m ZnfjUXZ#Y[abZ#«  Z#au o f2c  cF¦§«¬c © «§Z² mbo Y fjUXZ ¹ c  c   Â ¦ m fjd<cF«C}OcFtUX¦¯uXZs­
 u o d m tRcFabZsCfjUXZkabZ¶YZktU<cFuX¦¯abYanqZRcF«¤¦§fjU o rZ m cRfj¦ o ua o u  l2 z¥a o t ½ Z$fjaVcFuXq"cFqXq m ZkababZ#ak­  u osm qXZ m
f o© Zc © «¯Zf o rZ m ² o{m Y abdXtU o rZ m cRfj¦ o uaki¤
Z¥U<cFq"f o qXZ  Zk« o r¾c%«¯¦ ©Xm c m g®¤UX¦§tU"¤ o d«§q5Z#Y © Z#qfjUXZ
¹ c  c   Â ¦ m fjd<cF«}OcFtUX¦¯uXZP¦¯uªf o u<cLfj¦  ZPuXZ$f·¤ osmb½®o rZ m cLfj¦ o uXak­ E Z#² osm ZPZ#uªfjZ m ¦§uX%¦§uY osm ZPqZ$fcF¦§«<fjUXZ
¦¯YrX«§ZkYZkuªfcLfj¦ o u o ²fjUXZK«¯¦ ©Xm c m gªi«§Z$fdXas¦  ZKa o YZ¥¦§uX² o{m Y-cLfj¦ o uXac ©o dXf ¹ ÒP ­
  	 
 u osm qXZ m f o|© dX¦§«§q o d m «§¦ ©m c m g¨¤
Z-dXabZ®fjUXZ¨ÃHÄ{LÄ    Ä{9¡¸L®# ($Äª  ¹ ÒP ­ ¹ ÒP cF«§« o ¤a ¹ c  c
t o qXZfjU<cLf m dXuXa
¦§uXab¦¯qXZc ¹FÂ } f o ¦§uªfjZ mbo rZ m cLfjZ¤¦±fjU-cFrXrX«¯¦§tRcLfj¦ o uXa
cFuXq®«§¦ ©Xm c m ¦§Z#a¤ m ¦±fbfjZku[¦§u o fjUXZ m
r mbo  m cFYY[¦§uX[«¬cFuXsd<cFsZ#akabdXtU¨cFa   CB B cLuqOcFababZ#Y © «±gC­TVUXZ¦§uCfjZ m Z#ahfj¦¯uX[tU<c m cFt$fjZ m ¦¯ahfj¦§t#a o ²
fjUcRf
¦¯uªfjZ m ²9cFt#Z¶¦¯anfjU<cLfcF«§«<fjUXZ ¹ c  c¥¤ osm «§q-¦§a  ¦§ab¦ © «¯Z² mbo Y fjUXZ  t o qXZs­2TVUX¦¯aY[ZRcFuXafjU<cLf¤
ZtRcFu
² osm Z$ecFYr«§ZssY®cFuX¦¯rXdX«¬cLfjZ ¹ c  c os©Hp Z#t#fjakª¦§u ªos½ ZYZ#fjU o qXacFuXqfjU mbo ¤ Z$eitkZ#rifj¦ o uXaqX¦ m Zkt$fj«±g¤¦±fjU 
tLcF«§«§ak­TVUXZ © cFq®r o ¦§uªf
¦¯anfjU<cLffjUXZ¶acF²¸Z$f·g¦§u®fjUXZ ¹ c  c¥¤ osm «§q®¦§au o Y o{m ZKcFababdXYZkq­  o uXabZRÀªdZ#uªfj«±gC
c" m ZRcLfcLfbfjZ#uªfj¦ o u¼¦§a m ZRÀCdX¦ m Z#q+­-TVUZ[r m ¦¯uXt#¦§rcL«nt m ¦±fj¦§tLcF«2r o ¦§uªfja o ² ¹ ÒP c m ZfjUXZ®Y®cFu<cFsZ#Y[Z#uªf o ²
Z#eit#Z#rXfj¦ o uXacLuq"Y[Z#Y o{m gC­
acb6^dace
\Ry
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JNI structure 
Pointer
Pointer
Pointer
Pointer
<pointer
JNI function
JNI function
JNI function
JNI function
JNI Pointer
Interacts with Java
J¦§sd m Z[\RzH¿TVUZK«§¦§u ½®© Z$f·¤
ZkZ#u  cFuXq ¹ c  c
TVUXZ¶¦¯uªfjZ m u<cF«²¸dXuXt#fj¦ o uX¦§uX o ² ¹ ÒP ¦§a¦¯«§«§dXahf m cLfjZ#q o u-°Xsd m Z%\Rzi­  r o ¦§uªfjZ m ªfjUXZ ¹ ÒP r o ¦§uªfjZ m 
r o ¦¯uªfjaf o ¤c m qXa®cOahf m dXt$fjd m Zª­  f¦§at o Yr o abZkq o ²cFu?Z#u  ¦ mbo uYZ#uCf[cFuXq cFu o fjUXZ m r o ¦§uªfjZ m ­ J osm
ZLcFtUfjU m ZRcFq<cFuZku  ¦ mbo uXYZkuªf¦§aVqXZk°XuXZkq­TVUXZKr o ¦§uªfjZ m r o ¦¯uªfja
f o ¤c m qXaPct o «§«§Zkt$fj¦ o u o ²²¬duXt$fj¦ o u
r o ¦¯uªfjZ m aV¤UX¦§tU|c m ZKfjUXZ ¹ ÒP abrZ#t#¦¯°XtK²¸dXuXt#fj¦ o uXak­2TVUXZk¦ m cF¦§Y ¦§aVf o ¦§uCfjZ m cFt$f¤¦±fjU-fjUZ ¹ c  c¤ osm «§q­
TVUXZ¶dXabZ o ² ¹ ÒP ¦§a
ÀCdX¦±fjZab¦§Y[rX«§Zª­TVUXZ¶° m ahf
ahfjZkr®t o uXab¦¯ahfjan¦§u®qXZ#tk«¬c m ¦§uX¥fjUXZ¶u<cLfj¦  Z¶YZ$fjU o qa¦¯u
fjUZ#¦ m t o{mbm Zkabr o uXqX¦§u o{©ip Z#t$fja¤¦±fjU o dif¶qXZ#°Xu¦§uXfjUZ#Y5­
TVUZ ½ Z$gHº9¤ osm q¼Ä{9¡¸L¦§adabZ#q5f o fjZ#«¯«fjUXZ
t o YrX¦§«¯Z m fjUcRffjUXZ#gOc m Z%u<cLfj¦  Z%YZ#fjU o qXak­¥TVUXZ%abZkt o uXq¨ahfjZ#rO¦¯a¶fjUXZ¤ m ¦§fj¦§uX o ²2fjUZ%«§¦ ©Xm c m g¾¦§u 
osm CB B ­  cF«§«§af o u<cLfj¦  ZY[Z$fjU o qXac m ZfjUXZacLY[Z%cFa¶² osm tk«¬cFabab¦§tRcF« o uXZ#ak­CJ osm Y osm Z¦§uX² osm Y®cLfj¦ o u
c ©o dif ¹ ÒP XrX«§ZLcFabZ m Zk²¬Z m f o fjUXZ¤
Z © r<cFsZ#a {­
 F P)  " )  !-7+-7"& !
TVUZ®«§¦ ©Xm c m g¨¤
Z[¤ mbo fjZ®¦§at o Yr o abZkq o ²cF«§«fjUZ®u<cLfj¦  Z[²¸dXuXt#fj¦ o uXa¥¤UX¦¯tU/U<cFq © Z#Zku/qXZ#tk«¬c m Z#q¼¦¯u
o d m r<cFt ½ cFsZs­VTVUXZ¤ m ¦±fj¦§uXX¦§u   o ²fjUZ#abZ²¸dXuXt#fj¦ o uXat o dX«¯q © Zabr«§¦±f¶¦§u"fjU m ZkZ¥ahfjZkrXak­  ²fjUXZ° m ahf
o uXZt o dX«¯q © ZabZ#Zku5cLacu osm Y-cL«ÊahgiahfjZ#Yt o qXZP¤ m ¦±fj¦§uXCfjUXZPf·¤ o%o fjUXZ m ac m Z¥ct o uabZkÀCdXZ#ut#Z o ²fjUXZ
¦¯uªfjZ m cFt$fj¦ o ua © Z$f·¤
Z#Zku ¹ c  ccFuXq  fjU mbo d{U"fjUXZKdXabZ o ² ¹ ÒP
TVUXZ¶° m ahf o uXZ¤cFanfjUXZ¶¤ m ¦±fj¦§uX o ²ÊfjUXZ¶Z#³Zkt$fj¦  Zr<c m f o ²fjUXZ¶t o qXZs­ E gZk³Z#t#fj¦  Zr<c m f¤
Z¶YZLcFu
fjUZr<c m ffjUcRf[rZ m ² osm Ya%fjUXZ5cFt#fj¦ o uXa¦§u m Z#«¬cLfj¦ o u/¤¦±fjU?a o t ½ Z#fja[cFuXq  uªfjZ m uZ$f®cFqXq m ZkababZ#ak­  u c
s« os© cF«¤c#gªifjUXZ#g"c m ZPfjUZKahgiahfjZ#Y tRcF«§«¯ak­´ o ¤
Z  Z m i¦¯²¤
Zc m ZKY osm ZKr m Zkt#¦§abZªi¦±f¦§au o fZ$ecFt$fj«±g®«¯¦ ½ Z
fjUcRfR­  uXqXZ#ZkqfjUXZ¶uXZ#tkZ#abab¦±f·g² o{mno d m «§¦ ©Xm c m g%f o© Z8ÉCbÄ%# #Ä
($¶«¯Z#qdanf o cKrc m fj¦¯t#dX«¬c m ¤ osmb½ ¤UX¦§tU
¤¦¯«§« © Z¶Z#eHr«¬cF¦§uXZ#q[¦¯u[abZkt$fj¦ o u[­ xi­J osm Y osm Z¶¦§uX² osm Y®cLfj¦ o u o u®uXZ#f·¤ osmb½ r mbo  m cLY[Y¦§u¥dXuqXZ m APuX¦§e
ahgiahfjZkYakXabZ#Z>±\:@;­
}OcFu<cFs¦§uX"fjUZ ¹ c  c os©ip Zkt$fja¥¤cLafjUXZ[abZ#t o uq¼ahfjZ#r+­ APuqXZ m%¹ ÒP cFt#tkZ#aba¥f oO¹ c  c os©ip Zkt$fja¦§a
Y-cFqXZ-¤¦§fjU/fjUZ"UXZ#«¯r o ²c|r<c m fj¦§tkdX«¬c m% c m ¦¬c © «§ZªfjUXZ"Z#u  ¦ mbo uYZ#uCfR­ÁTVUXZ5Y®cFuX¦§rXd«¬cLfj¦ o u o ²fjU¦§a
 c m ¦¬c © «§Z¶tLcFuXu o f © Zq o uXZKqX¦ m Zkt$fj«±g © dXf o uX«±g[fjU mbo dXsU-fjUXZKdXabZ o ²cabZ#f o ²abrZ#tk¦§°Xt ¹ ÒP ²¬dXut$fj¦ o uXak­
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E ZktRcFdXabZ o ²fjU<cLfrXUXZku o YZ#ucHCZ  Z m g[cFt$fj¦ o u o uc ¹ c  c os©ip Zkt$f¦§aZ#Y © Z#qXqXZkq © gtLcL«¯«§af o ²¸dXuXt#fj¦ o uXa
dabZ#q"f o cFt#tkZ#abaPcLuq"Y o qX¦§²¬g®¦±fR­
TVUXZ«¬cFahfKahfjZkr © dif¥u o fKfjUXZ%«¯ZRcFahfK¦§Y[r osm fcLuCfR¤cFafjUXZY®cFu<cFsZ#YZkuªf o ²Z mbmbosm ak­ J¦ m ahf o ²
cF«§«
fjUZ¥t o qXZU<cFq5f o[© Z¥r mbo fjZ#t#fjZ#q|cFCcF¦§uXahf m dXuªfj¦§Y[Z¥t m cFabUXZkak­, t m cFabU¾qXd m ¦§uXfjUZ¥Z#eHZkt#difj¦ o u o ²fjUXZ
«¯¦ ©Xm c m g¤ o dX«§q«¯ZRcFq®f o c ¹FÂ }  aVt m cFabU­  uqXZ#ZkqcFuZ mbmbosm ¦§u®fjUXZ  ¤ osm «§qtLcFuXu o f © Z¦¯uªfjZ m r m Z#fjZ#q
© g fjUXZ ¹FÂ }ÓcFuXq a o tRcFuXu o f © Z¾UcLuqX«§Z#q+­ TVUXZOY®cF¦§u m Z#abdX«§f-¦§a[fjU<cLf®fjUZ m Zk«§¦¬c © ¦§«§¦§f·g o ² ¹ c  c
r mbo  m cFYa
¤UX¦¯tU"t o YrX¦¯«§Z#q"cFuXqfjUXZ m Zk² osm ZabU o dX«¯qu o ft m cFabUX¦§aVu o Y osm Z¥cFababdXYZkq­TVUXZ#u"¦±f
¤cFa
uZ#t#Zkabac m g%f o f m cFuXab«¬cLfjZZ  Z m gtRcFdXsUªfZ mbmbosmno ²fjUXZ  ¤ osm «§qª² o{m Z$ecFYrX«¯ZVfjUXZ  cF«§dZ#a o ²fjUZ%$
 c m ¦¬c © «§Zsi¦§u ¹ c  c%Z#eHtkZ#rifj¦ o uak­
    +  + $' - 
call to accept()
in lib in JVM
call to sysAcceptFD()
in libnet in JVM
call to accept()
call to PlainSocketImpl_accept()
Java world: PlainSocketImpl#accept method
Plain SocketImpl_accept C world: PlainSocketImpl_accept function 
sysAcceptFD
Plain SocketImpl#accept
Plain SocketImpl
C world: accept system callaccept
Java world: PlainSocketImpl object
C world: sysAcceptFD function 
J¦§sd m Z\:KC¿TVUZK«§Z  Zk« o ²fjUXZK«¯¦ ©Xm c m g®¦¯u ¹ q  \s­±\
struct fddescriptor { int fd; }
typedef struct fddescriptor Classjava_io_FileDescriptor;
extern int sysSocketInitializeFD(Classjava_io_FileDescriptor *, int);
J¦§sd m Z\i¿ Pu"Z#eHZkYrX«¯Z o ²¦§uCfjZ m YZkqX¦¬cLfjZahf m dXt$fjd m Z  ¹ q  \s­±\:
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TVUXZ%Y®cF¦§uOr mbos© «¯Z#Y ¤
ZZ#ut o dXuªfjZ m Z#q|¤cFaPfjUZÀªdZ#ahfj¦ o u o ²2fjU m ZRcFqOacL²¸Z$f·gC­» osmb½ ¦§uX¦§u ¹ c  c
¦¯uXqXdXtkZ#aP¤ osmb½ ¦§uX¦§uAc®Y%dX«±fj¦±º9fjU m ZLcFq|Z#u  ¦ mbo uXY[Z#uªfRcFuXq¨abdXtU¼cFu¨Z#u  ¦ mbo uXY[Z#uªf m ZRÀªd¦ m Z#aPf o fc ½ Z
a o Y[Zr m Z#tLcLdXfj¦ o uXak­» ¦±fjU o dif © Zk¦§uX®ÃHÄ{FÄ	!8ÉCbÄ%# #Ä
($fjUXZ«§¦ ©Xm c m g%t o dX«§q[u o f © ZZk³Z#t#fj¦  Zs­TVUX¦§an¦§a
fjUZ m ZLcLa o u¤Uªg®¤
Zt o dX«§qu o fdXabZKt#«¬cFabab¦§tLcF«ahgiahfjZkYtLcL«¯«§a
¦§u-fjUXZK«§¦ ©Xm c m g¤¦§fjU o difcFuªg-r<c m fj¦§tkdX«¬c m
r m Z#tRcFdifj¦ o uak­|TVUXZ-t o Y[rX«§Z#eH¦§f·g o ²VfjUXZ-r mbos© «§ZkY ¦§aZ  Z#uÁUX¦§sUXZ m© ZktRcFdXabZ-¤
Z®tLcFuXu o f%Y-c ½ ZcFuªg
cFababdXY[rifj¦ o u o u¨fjUZ ½ ¦¯uXq o ²
fjU m ZRcFqXa¥fjU<cLf%c m Z[dXabZkq¼qXd m ¦§uX5Z#eiZ#t#dXfj¦ o u­®TVUZ$g¨t o dX«§q © Z[u<cLfj¦  Z
fjU m ZRcFqXa osm  m ZkZ#ufjU m ZLcFqXa¶cFuXq"¤
ZKq o u o f¤cLuCff o qXZkrZ#uXq o u5¦±f
 uA²9cLt#fR o u«±g¼c-«¯¦§Y¦±fjZkqOuCdY © Z m¥o ²VahgHahfjZkYÆtRcF«§«§aK¤
Z m Z[t o uXtkZ m uXZkq­  uAr<c m fj¦§tkdX«¬c m ÊfjUXZ#g¼c m Z
Y o ahfj«±g  (sµ'tLcF«§«§a«§¦ ½ Z¨ X#VbÄ%# osm 2 ¡¸$­OTVUXZ-¦§Y[r osm fcLuCfr o ¦§uªf%¦§afjU<cLfcF«§«nfjUZ#abZ®tLcL«¯«§ac m Z
cF« m ZLcFqigdXabZ#q¾¦§u"fjUXZ ¹FÂ }/<cLf¶«§ZRcFahff o abdrXr osm ffjUXZ
kÄ{LÄ%¯$Vr<cFt ½ cFsZs­TVUCdXakfjUXZ[8ÉCbÄ%# #Ä
(#$ 4
r mbo{© «§Z#Y U<cFa © ZkZ#u[cF« m ZLcFqigcLqq m Z#ababZkq­  u%fjUZ ¹FÂ }/FfjUXZt o uªf mboR Z m ab¦¬cF«XahgiahfjZ#YvtRcF«§«§anc m ZY®cFrXrZkq
¦¯u[¤U<cLf¤
Z¶¤¦§«§«<tLcL«¯«<rXabZkdXq o ²¸dXuXt#fj¦ o uXan¤UX¦§tU[fc ½ ZKcF«§«r m ZktRcFdifj¦ o uXa¦§u-t o uXuXZkt$fj¦ o u[¤¦±fjU[fjU m ZLcLqak­
J¦§sd m Z/\:KAqXZ#r¦§t$fja®U o ¤ÆcAahgHahfjZkY tLcF«§««§¦ ½ Z?Äª ¦§a-Y®cFrXrZkq f o c¼rXabZkdXq o ²¬dXut$fj¦ o u u<cFYZkq
 [4F    j   cFuXq"¦¯«§«§dXahf m cLfjZ#a
fjUXZ¥°Xu<cF«ahf m dXt#fjd m Z o ²fjUXZKt o qXZs­
TVUXZ¦§uCfjZ m u<cF« o ²fjUXZkabZ²¬dXut$fj¦ o uXa¶¦§aPu o fP¦§Y[r osm fcLuCf¶² osm fjUXZrXd m r o abZ o ² o d m q¦§abt#dXabab¦ o u+­TVUXZ
Y o ahf¦§uªfjZ m Z#ahfj¦§u%r o ¦§uCf¦§aVfjU<cLfab¦§uXtkZfjUX¦¯aVrXabZkdXq o ²¬duXt$fj¦ o uXaV¤
Z m ZcL« m ZRcFqig-¦§Y[rX«§ZkYZ#uCfjZ#q-² osm fjUXZ
ahgiahfjZkY*tLcL«¯«§a¦§u£ÀªdZ#ahfj¦ o u¤
Z"qXZkt#¦§qZ#qÁf o ¦§uªfjZk m cRfjZ o d m «§¦ ©Xm c m gÁ¦§uªf o fjUXZ¾c m tUX¦±fjZ#t#fjd m Z o ²fjUXZ
¹FÂ } © gAr mbo t#Z#q¦§uXfjUXZacFYZ¤c#gAcFaKfjUXZ[t#«¬cFabab¦§tLcF«2uXZ$f·¤ osmb½ «§¦ ©Xm c m gª­®µPd m  ²¸dXuXt#fj¦ o uXa¤ o dX«¯q
tLcF«§«fjUXZacLY[ZrXabZ#dXq o ²¸dXuXt#fj¦ o uXak­CJ osm Y osm Z¦§uX² osm Y®cLfj¦ o u|c ©o difPuXZ#f·¤ osmb½ r mbo  m cLY[Y¦§uX<rX«§ZLcLabZ
m Zk²¬Z m f o >±\K@­
» U¦§«§ZO¦¯uªfjZ m cFt$fj¦¯uXÁ¤¦±fjU fjUXZ#abZArXabZ#dq o º;²¬dXut$fj¦ o uXa"¤cFa5u o f|cÁr mbo{© «§Z#Y ¤¦±fjU ¹ q  \{­öi¶¤
Z
ZkuXt o dXuCfjZ m Z#qAc®qX¦ Rt#dX«§f·g5¦¯u¾fjUZ%tRcFabZ o ² ¹ q \s­§\{­  uXqZ#Z#q+fjUXZc m sdXYZkuªfjaPfjUXZ ¹FÂ } ²¸dXuXt#fj¦ o uXa
 ¹ q  \s­±\:K¤cL¦§fc m Z"c m sdXY[Z#uªfahf m dt$fjd m Zka¤UX¦§tU/¤
Z m ZqXZ#°uXZ#qÁ¦¯u?c¾r m Z  ¦ o da  Z m ab¦ o u o ² ¹ ÒP ­
TVUZ#abZOahf m dXt$fjd m Z#a"c m Z|u o Y osm Z¨c  cF¦§«¸c © «§Z5¤¦±fjU fjUXZ  Z m ab¦ o u ¤
ZOdXabZkq­vÔ o ¤
ZOU<cFq f o t m ZRcLfjZ
¦¯uªfjZ m Y[Z#qX¦¬cLfjZahf m dXt$fjd m Z#a¥fjU<cLf¥¤
Z[t o dX«§qAY-cFuX¦§rXdX«¸cRfjZ®cLuq¨fjUcRfc m Zt o Y[r<cLfj¦ © «§Z¤¦±fjUOfjUZ ¹FÂ }
«¯¦ ©Xm c m g[²¸dXuXt#fj¦ o uXak­»¼ZÀCd<cF«§¦¯²¯g[fjUXZ#Y¦§uCfjZ m YZkqX¦¬cLfjZ © Z#tRcFdXabZfjUXZ$gc m Zu o fc m Z#r mbo qdXt$fj¦ o u o ²fjUXZ
ahf m dt$fjd m ZKfjU<cLf¶¦§auXZkZ#qXZkq © gfjUZ ¹FÂ } ²¸dXuXt$fj¦ o uak © difc%qdXYYg-¤¦±fjU5Z#u o d{U¾¦§uX² osm Y®cLfj¦ o uXaVf o
acLfj¦§ab²¬g¾fjUXZkY5­ J osm Z$ecFYrX«§ZªfjUXZ" [4F  	 R:{$¬X¡¸9¡9Ä{ ¡R   ¹FÂ } ²¸dXuXt#fj¦ o uO¤cL¦§fK² osm cLu/c m sdXYZkuªf
o ²2f·girZ 1±ÄF   
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{ © dif o uX«±g5qXZLcF«¤¦±fjU¾fjUXZ (2#¾°XZ#«§q o ²2fjUX¦§aKc m sdXY[Z#uªfR­¥Ô o 
fjUZ%¦§uCfjZ m YZkqX¦¬cLfjZahf m dXt$fjd m Z¤
Zt m ZRcLfjZ#q¨¦§at o Y[r o abZ#q o ²
c o uX«±g0(2#|°XZk«§q­ J¦¯{d m Z\®¦§«§«¯dXahf m cLfjZ#a
fjUZqZ#t#«¸c m cLfj¦ o u o ²+fjUXZ¥ahf m dXt$fjd m Zs­
   +,"!  ?
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P²¬fjZ m Uc  ¦§u¤ m ¦±fbfjZku[fjUXZ  l z ¹ c  c  l  cLa
¤
Zk«§«cFaV¦±fja
dXuXqXZ m «±gi¦§uX«§¦ ©m c m gCª¤
Z¶fjZ#ahfjZkq-¦±fR­   Zku
© Z#² o{m Z m Z#abd«±fjakfjUZ° m ahf¥²9cFt$fKfjU<cLfKY[Z m sZ#q o dif o ²fjUXZZ$eirZ m ¦¯YZ#uCfjaP¤cFafjU<cLf o d m r<cFt ½ cFsZqX¦¯q
u o fnfc ½ ZPcFq  cFuªfcFsZ o ²cL«¯«ifjUZuXZ$¤ ²¬ZLcRfjd m Z#afjU<cLf  l zr mboR ¦¯qXZ#akªfjUXZacLY[Z o uXZkafjU<cLfnY o fj¦  cLfjZ#q
² osm c m ZLcLfVr<c m fVfjUXZPqZ  Z#« o rXY[Z#uªf o ²fjUXZPfjZ#tUXu o « o {gª­2TVUXZ«¸cLahfahfjZ#r¦§u-fjUXZPqZ  Z#« o rXY[Z#uªf o ²fjUXZ
rcLt ½ cFsZ¤cLafjUXZK¦§uªf mbo qXdXt#fj¦ o u o ²abrZ#tk¦§°XtK²¬ZLcLfjd m Z#ar mboR ¦§qXZkq © g  l2 zi­
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 uc¶t#«¸cLabab¦¯tRcF« ¹ c  cZku  ¦ mbo uXYZkuªfR m c$¤ a o t ½ Z#fjac m Z
u o fcFt#tkZ#abab¦ © «§Zs­TVUX¦¯at o dX«§q m Zkr m Z#abZkuªfnc¶«¬cFt ½¥o ²
Z$ei¦ © ¦§«¯¦±f·g[¦§uabZ  Z m cF«Êab¦±fjd<cLfj¦ o uXak­J osm Z#eXcFY[rX«§Zs o uXZKt o dX«§q¤cFuªff o dXabZ-_6ÇH±Ä{{ f om Zkr mbo qXdXt#Z
rc m fj¦¯t#dX«¬c m Z#u  ¦ mbo uYZ#uCfja² o{m fjZkahfj¦§uXrd m r o abZ#acFuXqfjUCdXa{ZkuXZ m cLfjZVabrZkt#¦§°Xt
f m cDRtD   } l  mbo difjZ m
cF«§Z m fR­±­§­ ­»¼Zt o d«§q¼cF«§a o uXZ#Zkq¨f o Y o uX¦§f o{m uXZ#f·¤ osmb½ f m cDRt¤UXZ#u¼dXab¦§uX osmKo rifj¦§Y[¦§Õ#¦¯uX-r<c m cF«§«§Zk«
cFrXr«§¦§tRcLfj¦ o uXaD>±\P@;­ J o{m fjUXZkabZKrXd m r o abZkaki¤
ZK¤ mbo fjZc m c#¤ a o t ½ Z$f¦§uCfjZ m ²9cLtkZK² osm¶¹ c  ci­
TVUXZ m c#¤ ¦¯uªfjZ m ²9cFt#Zr mboR ¦§qXZkanabZ  Z m cF« os©Hp Z#t#fjafjU<cLft o dX«¯q © Z¶dXabZ#qC¤UXZ$fjUXZ m f o sZ#uZ m cLfjZ   }5º
l zr<cFt ½ Z$fjak osm  l r<cFt ½ Z$fjak­-TVUXZabZ#f o ² os©Hp Z#t#fjaK¤UX¦¯tUAqXZLcF«2¤¦±fjU¨fjUXZ m c#¤ «§Z  Z#«¦§aÀCdX¦±fjZfjUXZ
acFY[Z¶cFafjUXZ o uXZ² osm A l a o t ½ Z#fjak­»/ZqXZk°XuXZkqfjUXZ² o «¯« o ¤¦§uX os©Hp Z#t#fja2¤UX¦§tU[rX«¬c#g%fjUXZacLY[Z mbo «§Z
cFaVfjUXZk¦ m A Kl t o dXuªfjZ m rc m fjak­
  ^c$¤ l cFt ½ Z#fz
  ^c$¤Ô o t ½ Z$fz
  l «¬cF¦§u^Pc#¤Ô o t ½ Z$f  Y[rX«¬z
   tkYr l cFt ½ Z#fz
   tkYrÔ o t ½ Z$fz
µ¶²Vt o d m abZªfjUXZ¤U o «¯Z[r<cFt ½ cFsZ®¦§au o fqXZkrZ#uXqZ#uªf o u¼fjUXZ®r m ZkabZ#uXtkZ o ²
fjUXZ m c#¤ o{©ip Z#t$fjak­  ²
fjUZ¾¦§uCf mbo qdXt$fj¦ o u o ²fjUX¦§a-¦§uªfjZ m ²9cFt#Z¾¦§a-u o f"cFt#t#Zkrifc © «§Z¾² osm fjUXZ|uXZ$f·¤ osmb½ abZ#tkd m ¦±f·gC
¦§f®t o d«§q © Z
ZLcFab¦§«±g m Z#Y oR Zkq­} osm Z ok Z m C¦±f¦§anuXZ#tkZ#abac m gf o Uc  Z Ç.X#ÇC #$ m ¦§sUªfjaf o cFtkt#Z#abanfjUXZ m c#¤ r<cFt ½ cF{Z
m Zkaba o d m t#Zkak­
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TVUZKt m ZLcLfj¦ o u o ²2c%r<cFt ½ cF{Z¥² osm uXZ$f·¤ osmb½ ¦§uXdXuqXZ m  l z¤ o dX«§q5U<c  Z © ZkZ#u¾cu o uiº;abZ#uXabZ¥¤¦±fjU o dif
fjUZ¶cLqqX¦±fj¦ o u o ²<fjUXZuZ$¤ ²¸ZRcLfjd m Zka2abrZkt#¦§°t
f o fjUcRfnr mbo f o t o «;­ Ò Z$¤  l z o rifj¦ o uXa¤
Z m Z¶cF«§a o cFqXqZ#q
f o fjUXZKuXZ#f·¤ osmb½  l  ­XTVUXZ$gt o ut#Z m u5YdX«±fj¦¯tRcFahfR  l abZ#tcFuXq  o ¤ t o uCf mbo «­
 §D>¸s$ 9 »¼ZqXZ#abt m ¦ © Z#q¨¦§f¦§u¨abZkt$fj¦ o u¼H­ cFuXq¨¦±fcF« m ZLcFqig|Z$ei¦§ahfjZkqO¦§u ¹ c  ci­%TVUXZ¦¯uªfjZ m ²9cFt#Z
r mbok ¦§qZ#q © g o d m rcLt ½ cFsZ%¦§a¶fjUXZ%acLY[ZcFa¶fjUXZ o uXZ o ²2fjUXZ-# 2n{$:R¡¸	5 $#9­KTVUXZ m Zc m Z o uX«±g"f·¤ o
Y[Z$fjU o qXaK¤U o abZ[u<cFYZ[U<cFa¥tU<cFuXsZ#q¿ ##    UcLa © Zkt o YZ" #$   < ®cFuXq C$    U<cFa © Z#t o YZ
C#  ¥ < ­µfjUXZ m ¤¦§abZs<fjUXZ%²¬dXut$fj¦ o u<cF«§¦±fj¦¯Z#aPcFuXq|fjUXZ¤c$g5f o r mbo  m cFY cFuXqOdXabZ%Yd«±fj¦§tRcFahfKc m ZfjUXZ
acFY[Zs­
 Ê - Ì A<D>¬sXD> Ð A¨=AÑ 5>+3i< Í 9 J osm  l abZ#tªF¤UX¦§tU%¦§a2ÀCdX¦§t ½ «±gr m Z#abZkuªfjZ#q¦§u%abZkt$fj¦ o ui­ xiFfjU¦§uXsa
c m Z%qX¦¯³Z m ZkuªfR­KTVU o dXsU  l abZkt¤cFaqXZk°XuXZkqOdXuXqZ m  l ¦±fU<cFq¨uXZ  Z m© ZkZ#uO¦§uXtk«§dXqXZkq|¦§uAc ¹ c  c
rcLt ½ cFsZs­  uOfjUXZ (2¯±{¡9Ä%§b$ #$#ªÄF ¯$·¢¨rcLt ½ cFsZs¦§fK¦§aKr o abab¦ © «§Z² o{m cFu os©ip Zkt$ff o cFa ½ ² osm c®r<c m º
fj¦¯t#dX«¬c m abZkt#d m ¦±f·g|r o «¯¦§t$g5f o cLrrX«±g o u¼c®a o t ½ Z#f o ²nt o d m abZs¦±fK¦§a o uX«§g|r o abab¦ © «§Z¦§²fjUXZ  l2 z-ahfcFt ½
¦¯YrX«§ZkYZkuªfjafjUX¦§a o rifj¦ o u+­PTVUXZ%¦§uCfjZ m Z#ahf o ²  l abZ#t%«§¦§Zka o u|fjUXZab¦§Y[rX«§¦§tk¦±f·g o ²2fjUXZY[Z#tU<cFuX¦§abYa u o
t o uX°Xsd m cLfj¦ o u¼¦§auXZkt#Zkabac m gC­¾TVUXZ o{©ip Z#t$f%q o Zkau o f%U<c  Z®f o abZ$fbfj«§Zc5r<c m fj¦§t#dX«¸c m r mbo f o t o « osm f o
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cF m Z#Z¤¦±fjU£cOrZ#Z m ­  f p dXahf[U<cFaf o abZ$ffjUXZ"abZ#tkd m ¦±f·gÁ«§Z  Zk«
¦±f¤¦§abUXZkak­ J osm Z$ecFYrX«¯Zst o uXab¦§qXZ m
fjUZr mbo  m cFYr m Z#abZkuªfjZ#q¨¦§u %­  f¦¯aKc®«§¦±fbfj«§ZZ#tU o t#«§¦¯Z#uªfPfc ½ Zku|² mbo Y >±\k @cFuXq¨Y o qX¦§°XZkq¾f o fc ½ Z
cFq  cFuªfcF{Z®² mbo Y o d m  l z"r<cFt ½ cLsZª­?P²¯fjZ m fjUZ[t m ZRcLfj¦ o u o ²
fjUXZ-a o t ½ Z$fRfjUXZ[r mbo  m cFYY[Z m abZ$fja
fjUZ VÔ l ÔHZ#t#d m ¦±f·g lo «¯¦§t$gCª¤U¦§tU¦§aV¦§uCf mbo qdXt#Zkq¦§uabZ#t#fj¦ o u"i­ xi­öii² osm fjUX¦§aVa o t ½ Z$fVf o Hi­» ¦±fjU®fjUXZ
ahfcFt ½ qXZ  Z#« o rZ#q © g cLY[Z si¦±f
Y[ZRcFuXa
fjU<cLfVZLcLtUrcLt ½ Z$f
f m cFuXab¦±fj¦¯uXfjU mbo dXsU-fjUX¦§a
a o t ½ Z#fV¤¦§«§« © Z
ZkuXt m girifjZkq­
 + c>¯ Í Ð   Ì .3 >¸ Ì s > <>§D> Ì  9 TVUXZ  o ¤ t o uªf mbo «¦§aKcLu o fjUZ m uZ$¤ fjU¦§uX®¦§ut#«§dXqZ#q¾¦§u5fjUXZ
rcLt ½ cFsZs­  f m Zk«§¦§Z#a o u5f·¤ o YZ#tU<cFuX¦§abY[aVfjU<cLfc m Z¥qXZkabt m ¦ © Z#q5¦§u5abZ#t#fj¦ o u¾i­ ­
TVUXZ  l  ¦§afjUXZ² o «±º
« o ¤¦¯uX¿fjU mbo dXsUfjUZdXabZ o ²abZ  Z m cF«uXZ$¤ YZ$fjU o qakX #$ n±52 Ä%"$ $# bÄ£	1§ÄF j  C$ n±52 Ä%"$
cFuXqIC$ bÄ 512±ÄF  i¦§fV¦¯a
r o abab¦ © «§ZPf o cFa ½ ² osm c%r<c m fj¦§t#dX«¸c m f m cDRttk«¬cFabacLuq  o ¤ «¬c © Z#«f o cFrXrX«§g
o uc¥a o t ½ Z$fR­6J o{m Z$ecFYr«§Zsª¦§u o d m ZktU o tk«§¦§Z#uCfR{fjUXZ o ¤ «¬c © Z#«cLuq[fjUXZf m cDRt¶tk«¬cFaba o ²fjUZa o t ½ Z#f
c m ZabZ#f¶f o i­CAPuX² o{m fjdu<cLfjZ#«±gCXu o  l  U<cFa © ZkZ#u¾abrZkt#¦§°Z#q"gªZ#ff o Zk³Z#t#fj¦  Z#«±gabZ#ffjUZ#abZ  cL«¯dXZ#a¦¯u
fjUZ  l z[UXZRcFqXZ m ­¶TVUXZ m Zk² osm ZªfjUXZ ¹ c  c¦§uªfjZ m ²8cFtkZ¥¤
Zr mboR ¦¯qXZU<cFa¶u o-m ZRcF«Zk³Z#t#fjak­TVUX¦¯a¤¦§«§« © Z
°XeHZkq¾cFaa oHo u¾cFaPcLu  l  ¤¦¯«§« © ZKqZ#°XuXZkq­
     
 -7
P²¬fjZ m U<c  ¦§uXÁ¤ m ¦§fbfjZ#u fjUXZ¨r<cFt ½ cLsZ¼cLuq fjUXZ¨«§¦ ©Xm c m gª¤
Z¨rX«¬cFuXuXZkq f o f m cFuXab«¬cLfjZOabZ  Z m cF« ¹ c  c
cFrXr«§¦§tRcLfj¦ o uXa² mbo Y  l Kf o  l zi­6Pa¤
ZPcF« m ZLcFqigacF¦§q[¦±fRsfjU<cLf¤cFanY-cFqXZdXab¦§ucKahf m ZRcFY ZkqX¦±f osm 
fjUZ o uX«±gOqX¦§³Z m Z#ut#Z#a © Z#¦§uahgHuCfcLt#fj¦§ts­»¼Z © ZkªcFu¨² mbo Y abY®cF«§«cFrXrX«§¦¯tRcLfj¦ o uXa«§¦ ½ Z%abZ#tkd m Z#q¨fjZ#«§uZ$f
tk«§¦§Zkuªfja o{m rX¦§ur mbo  m cFYaVf o °Xu¦§abU¤¦±fjU" m ZLcRfjZ mVo uXZkak­
T o s¦  ZcFu¨Z#eXcFY[rX«§Zs¤
Zt o dX«§q¨t o uXab¦¯qXZ m fjUZa o ²¯f·¤c m ZtLcL«¯«§Z#q 
_6%b#­  f¥¦§a¥c ¹ c  c-YdX«§fj¦§tRcFahf
tU<cLf%r mbo  m cFY¾­|TVUX¦¯ar mbo  m cFY ¦§a¦¯uªfjZ m Zkahfj¦§uX © ZktRcFdXabZ-¦±f¦§ac5 oHo q/Z#ecLY[rX«§Z o ²VfjUXZ m Z#a o d m tkZ#a
fjUcRf o d m r<cFt ½ cFsZ¥tRcFu5r mboR ¦§qXZª­2»¼Z¥U<c  Z © Z#Z#u|c © «§ZKf om dXu¾¦±fPcFuXq5¦§frZ m ²¸Z#t#fj«±g®Z#eiZ#t#dXfjZ#q"dXuqXZ m
 l zi­»/Z[cF«§a o ¤
Z m Z®c © «§Zf o r<c m fj¦¬cF«§«±g|r mbo fjZ#t$fKfjUXZt o Y[YdXu¦§tRcLfj¦ o uXa © Z$f·¤
Z#ZkuOfjUZdXabZ m ak­[TVUXZ
 o ¤ t o uªf mbo «+t o d«§q5u o f © ZKfjZ#ahfjZ#q5gªZ$fR­,J osm Y osm Z¦§uX² osm Y®cLfj¦ o uXrX«§ZRcFabZ m Z#²¸Z m f o fjUXZ¥¤
Z © r<cFsZ o ²
p Y m tF­
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TVUZ oHo q © Z#U<c  ¦ osmo ² o d m  l zr<cFt ½ cFsZ o rZkuXauXZ#¤?rZ m abrZ#t$fj¦  Zkak­  uXahfjZLcFq o ² p dXahfncLqqX¦§uXKcuXZ#¤
rcLt ½ cFsZnf o fjUXZ ¹FÂ }/L¤
Z
qXZkt#¦§qZ#qf o t o Y[rX«§Z$fjZk«±g m ZkrX«¬cFt#ZfjUXZ  l2 uXZ$f·¤ osmb½ YZktU<cFuX¦§abY[ar m ZkabZ#uªf
¦¯uXab¦§qXZPctk«¬cFabab¦§tRcF« ¹FÂ } © gfjUXZ  l z o uZqXZ#abt m ¦ © Zkq-c ©ok Zªª¦§u osm qXZ m f o U<c  ZcPf m cFuXabrc m Zkuªf  l z
t o YrX«§¦¸cLuCf ¹FÂ }Á­XTVUXZc m tUX¦±fjZkt$fjd m ZK¦§aqZ#rX¦§t#fjZ#q o u"°Xsd m Z[\Ryi­
TVUXZ[Y®cFuX¦¯rXdX«¬cLfj¦ o uAt o uXab¦§ahfjZkq¼¦§u¼Y o qX¦¯²¯gi¦§uXfjUXZ®¦§uªfjZ m u<cF« o ²fjUXZ 
#Ä{FÄ%§#Kr<cFt ½ cFsZ¤¦±fjU o dif
Y o qX¦§²¬gH¦¯uXu<cFYZ#ak¡¬§q o ¦§uX"crZ m ²¸Z#t#f¶Y®cLfjtUX¦§uX © Z$f·¤
ZkZ#u  l ®YZ#fjU o qXa o ²fjUXZ o «§q 
kÄ{LÄ%¯$
cFuXq  l2 zOY[Z$fjU o qXa o ² o d m 
kÄ{LÄ%¯$·¢ r<cFt ½ cFsZs­ TVUXZ¾Y o qX¦§°tRcLfj¦ o uXa%¤
Z m Z"fjUXZ5acFYZ|cFafjU o abZ
¤
Z%UcLq¨rZ m ² osm YZkq o u¾fjUZ)(2¯±{¡9Ä%§b$ #$#ªÄF ¯$·¢ o uXZª­  u|fjUX¦¯aPtLcLabZ%¦§fP¤cLaKZ  Z#uOZRcFab¦§Z mP© Z#tRcFdXabZ
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Our java.net package
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Java world
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J¦§sd m Z[\RyH¿TVUZKs« os© cF«+c m tUX¦±fjZ#t#fjd m Z
²¸Z$¤
Z m r mbos© «§ZkYaV¦§ut o Y[r<cLfj¦ © ¦§«¯¦±f·g%¤
Z m ZYZ#fRCfjUXZK¦§uªfjZ m ²9cFt#Z o ²+fjUX¦§aVY o qX¦§°XZkq-r<cFt ½ cFsZ © Z#¦¯uX  Z m g
ab¦¯Y¦§«¬c m ­µPd m «§¦ ©m c m g m ZkÀCdX¦ m Zkq o uX«±g²¬Z#¤ Y o qX¦§°XtLcLfj¦ o uXa o u|c%ahgiuªfcFt$fj¦§tK«§Z  Z#«f o ¤ osmb½ ­
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P²¬fjZ mm Z#r«¬cFt#¦§uX"fjUXZ osm ¦§s¦§u<cF« 
kÄ{LÄ%¯$ os©Hp Z#t#fja¥¤¦±fjU o d m acFuXq/¦§uCfjZ# m cLfjZ#qAfjUXZ  l2 z"«§¦ ©Xm c m gO¦¯u
fjUZ"¦§uªfjZ m u<cF«§a o ²¶fjUZ ¹FÂ } fjUZ m ZkabdX«±f¤cFa[t o Yr«§Z$fjZk«±g/acRfj¦¯ab²8cFt$f osm g/¤¦±fjU?fjUZ"² o «§« o ¤¦¯uX¨Y®cF¦§u
¦¯uªfjZ m Zkahfj¦§uXr o ¦§uªfjak¿
  »/ZU<c  Z%u o ¤vc ¹FÂ } dXuXqXZ m ¤UX¦¯tUOZ  Z m g ¹ c  c[r mbo  m cFYtRcFuOt o YY%dXuX¦§tLcLfjZdXuXqXZ m  l z
¤¦§fjU o dif¶cFuªgY o qX¦¯°XtRcLfj¦ o u­
   Z  Z#« o rXY[Z#uªf o ²uXZ$¤ a o ²¬f·¤c m Zka¦¯aZ$ecFt$fj«±g®fjUXZKacFY[ZK² o{m  l zcFa² osm  l2 ­
  PuCg ¹ c  c o{©ip Z#t$fjatRcFuu o f o uX«§gt o Y[YdXu¦§tRcLfjZdXuXqXZ m  l z¤¦±fjU o dXfcFuªg¥Y o qX¦§°XtLcLfj¦ o uXak © dif
cF«§a o Y®cFu<cFsZ  l Y[Z#abacFsZ#ak­  uXqXZkZ#q  l zKr mboR ¦§qXZkaab¦§YrX«¯ZPcFuXq XZ$ei¦ © «¯Zf m cFuXab¦±fj¦ o u®² mbo Y
 l ­®TVUZ ½ Z#gOf m cLuab¦±fj¦ o u os©Hp Z#t#fj¦  Z¦§aKf o cF«§« o ¤  l z5cLuq  l "U o ahfjaf o ¦§uªfjZ mbo rZ m cLfjZs­
TVUZÔC¦§Yr«§Z  uªfjZ m uXZ#fT m cFuXab¦±fj¦ o u Ô  TÊabrZ#tk¦§²¯g¥² osm Z#eXcFY[rX«§Z
cY o qXZk« o ²XqXZkrX« o giYZkuªf¤UXZ m Z
cF«§«iU o ahfjacFuXq mbo difjZ m a2dXr m cFqXZkqf o  l z¶¦§ufjUXZVZLc m «§g¥f m cFuXab¦±fj¦ o urXU<cFabZ¶c m Z /qXdcL«/tLcFr<c © «§Z
h¡¸ ¯C¦§Y[rX«§Z#Y[Z#uªft o YrX«¯Z$fjZ  l %cFuXq  l z¥r mbo f o t o «ahfcFt ½ a  u o fjUXZ m ¤ osm qXakÔ  T Z#uabd m Z#a
acb6^dace
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fjUcRf  l zU o ahfjatRcFu¦§uªfjZ mbo rZ m cLfjZ¤¦±fjU  l ¶U o ahfja2cFuªgH¤UXZ m Z¦§u¥fjUXZ  uCfjZ m uXZ#fR­TVUX¦§aYZLcFuXa
fjUcRf o d m¶¹FÂ }*cL«¯« o ¤a¶cLuCg ¹ c  c%r mbo  m cFYf o ¤ osmb½ duXqXZ m  l zcFaV¤
Zk«§«+cFadXuXqXZ m  l ­
   u"r<c m fj¦§tkdX«¬c m XcFuªg ¹ c  ccFrXr«§¦§tRcLfj¦ o udXab¦§uXuZ$f·¤ osmb½ ¦§uX%¤¦§«¯«¤ osmb½ ¦§u¾c  l zZ#u  ¦ mbo uXY[Z#uªf
© gdXab¦§uX¦§uXqX¦§ahfj¦¯uXt$fj«±g  l2 %cFqXq m Z#ababZ#a osm  l2 zcFqXq m Z#ababZkaVcFuXq © Zkt o YZkac © «¯Zf o rZ m ² o{m Y[Z#q
S6{È¨#8Éi#-XFRÄ{9¡9{i I8^¶}   o u/c  l2  ¹FÂ } o{m ¦¯u¼c²¸dX«§«±g  l zuXZ$f·¤ osmb½ Zku  ¦±º
mbo uXY[Z#uªfR­
  } o q¦§°XtRcLfj¦ o uXaY-cFqXZKf o fjUXZ ¹FÂ }*c m Zu o f¦ mbm Z  Z m ab¦ © «¯Zs­  uXqXZ#Zkq¦±f¶¦§a  Z m gZRcFahgf o ah¤¦±fjtU
© Z$f·¤
Z#ZkucFu  l 	(  l z ¹FÂ } cFuXq[fjUXZPt#«¬cFabab¦§tLcL«  l  ¹FÂ }/­  f
¦§aZ  Z#u-r o abab¦ © «§Z¶f o abrZ#tk¦§²¬g
fjUZ o uXZf o dXabZcLffjUXZK«¬cFdXutU o ²cFrXrX«¯¦§tRcLfj¦ o uXak­
T o cL«¯¦§q<cLfjZPfjUXZ  l z%t o YrX«¯¦¬cFuªf ¹FÂ }/i¤
Z m dXu¾abZ  Z m cF«dXuXY o qX¦¯°XZ#q ¹ c  ccFrXrX«§¦¯tRcLfj¦ o uXa o u|c
qd<cF«ahfcFt ½ rX«¬cLfj² o{m Y¾­TVUXZZ#eirZ m ¦§Y[Z#uªfja
abU o ¤ fjUcRfRiZ$eit#ZkrifV² osm  l }¾dX«§fj¦§tRcFahfR ©o fjUr mbo f o t o «§a
c m Z²¸dX«§«±gOabdXrXr osm fjZkq­[TVUX¦¯a¥YZRcFuXak+² osm Z$ecFYrX«§ZªfjUcRf¥fjZ#«§uZ$f¥abZ mh Z m a%c m Zu o ¤cFt#tkZ#rifj¦¯uX  l z
cFuXq  l ¾t o uuXZ#t#fj¦ o uXak­¾TVUXZ-Y%dX«±fj¦§tLcLahft o Y[r<cLfj¦ © ¦§«§¦§f·gOr mbos© «§ZkY ¦§a%qXZ#abt m ¦ © Zkq/¦§u?zi­±\s­|TZ#ahfja o ²
^P}  ¤
Z m ZcF«§a o rZ m ² o{m Y[Z#qcLuq¤
Z m ZVt o uXtk«§dXab¦  Z
ab¦§uXt#Z
^¶}  t#«§¦¯Z#uªfja2cFuabZ mh Z m a2u o ¤ abdXrXr osm f  l z
uZ$f·¤ osmb½ ak­,PaY®cF¦§u5Z$ecFYr«§Z o ²fjZkahfjZ#q|cFrXrX«§¦§tLcLfj¦ o uH¤
Zt o dX«¯q5t o uXab¦¯qXZ m fjUXZ-Ãª¡ { #Ä52 ¤
Z © abZ mh Z m
¤U¦§tU®¦¯au o ¤ m dXuuX¦§uX%dXuXqXZ m  l zK¤¦±fjU o dift o qXZ¶Y o q°Xt#¦§tLcLfj¦ o uXak­_J osm Y o{m ZP¦§uX² osm Y®cLfj¦ o u-c ©o dif
fjU¦§aVa o ²¬f·¤c m ZªXrX«§ZLcFabZ m Z#²¸Z m f o fjUXZ¤
Z © rcLsZka o ² ¹ ¦§sac$¤ s­
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 u"fjUX¦§aVabZkt$fj¦ o uH¤
Z¥r m Z#abZkuªffjUXZ¥«¬cFahfV¤ osmb½ aVfjU<cLfU<c  Z © ZkZ#u¾cFtUX¦§Z  Zkq o u"abZ  Z m cF«Êr mbos© «¯Z#YaVfjU<cLf
¤
Z m Z[YZ#fqXd m ¦§uX5fjUXZfjZ#ahfj¦¯uX o ² o d m r<cFt ½ cFsZs­®»¼Z-cF«§a o s¦  ZfjUXZ-c  cF¦§«¬c © ¦§«¯¦±f·g o ² o d m rcLt ½ cFsZs¿
fjUZq¦§³Z m ZkuªfµKÔ"cLuq"ahfcFt ½ afjU<cLf¶c m Z¥abdXrr osm fjZ#q¾cFuXq"fjUXZ¥«§¦§Y¦§fja o ²ZLcLtU  Z m ab¦ o uXak­
   + P-+.-  
Ô o Y[Z%r mbos© «§ZkYa m Z#«¬cLfjZ#q|f o  l2 zc m Zahfj¦§«§«u o fKa o «  Z#qAcFuXq¨abZ  Z m cF« mbo dXra¥c m Zahfj¦§«§«¤ osmb½ ¦¯uX o u
q¦§³Z m Zkuªf¦§ababdXZkak­PY o uXcF«§« o ²fjUXZkY5{f·¤ o ¤
Z m ZZ#ut o dXuªfjZ m Z#qqd m ¦§uXKfjUXZfjZ#ahfj¦¯uX o ² o d m rcLt ½ cFsZs¿
fjUZ$g¼c m Z m Z#«¸cRfjZkq¨f o t o Yr<cLfj¦ © ¦¯«±f·g¾¤¦±fjU  l2 OcLuq AP^  ahgHuCfcReÊ­[»¼Z ©Xm ¦§ZTig¨r m Z#abZkuªfUXZ m ZfjUXZ
¤ osmb½ fjU<cLf¤cFacFtUX¦§Z  Z#qf o a o «  ZVfjUXZkY5 © g o d m fjZRcFY cLa¤
Zk«§«<cFa o fjUXZ m  mbo dXrakHcFuXqfjUXZ#¦ m ¦§Y[r<cFt$f
o u o d m r<cFt ½ cF{Zª­
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rX«§ZPcFuXq XZ$ei¦ © «¯ZVf m cFuXab¦±fj¦ o u[² mbo Y  l ¥f o  l ziicFu[¦§uCfjZ mbo rZ m º
cLfj¦ o u © Z$f·¤
Z#Zku  l ®cFuXq  l z%U o ahfja¶¦§auXZ#ZkqXZ#q+­TVUXZÔC¦§Y[rX«§Z  uCfjZ m uXZ#f¶T m cFuXab¦±fj¦ o u Ô  T
a o «  Zka
fjU¦§ar mbos© «§ZkY © g5abrZ#tk¦§²¯gi¦§u[cY o qXZ#« o ²qXZ#rX« o giY[Z#uªf¤UZ m Z%cL«¯«U o ahfjacFuXq mbo difjZ m adrX m cLqZ#q5f o
 l z¦§u"fjUXZKZLc m «§g®f m cFuXab¦±fj¦ o urXU<cFabZ%c m Z /qXd<cF«"/¶tRcFr<c © «¯Z¡¸  o ¤u5qXd<cF«ahfcFt ½ ak­
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IPv6 stack IPv4 stack
Network
Is mapped ?
system call
system call with
mapped arguments
IPv6 stack IPv4 stack
Network
receive & send
IPv4 packets
address unmapping
address mapping
J¦§sd m Z{X¿ E cLab¦¯tP¤ osmb½ ¦§uX o ²2cqd<cF«ahfcFt ½
 qXd<cF«iahfcFt ½ ¦§ac¶ahfcFt ½ fjU<cLf¦¯YrX«§ZkYZkuªfja ©o fjU  l zcLuq  l Pr mbo f o t o «¯ak­} osm Z oR Z m {¦±f2{¦  Zka
fjUZKc © ¦§«§¦±f·gf o  l za o t ½ Z$fjaf o qZRcF«¤¦±fjU  l r<cFt ½ Z#fjak © g®dXab¦¯uX  l {º;Y-cLrrZ#q"cFqXq m ZkababZ#a
fjU<cLf
c m ZqZ#abt m ¦ © Z#q¾¦§u¾abZkt$fj¦ o uOi­§\{­ E cFab¦§tLcL«¯«±gªifjUZ¥¤ osmb½ ¦§uX®¦§afjUXZ o uXZqXZkabt m ¦ © Z#q¾¦§u¾°Xsd m Z{X¿¤UXZku
cFu  l rcLt ½ Z$f¦§a m Z#tkZ#¦  Z#q+{¦±f2¦¯a2° m ahfnr mbo t#ZkababZ#q¦§u%fjUZ  l ahfcFt ½ cFuXqfjUXZ#ur<cFababZkqf o fjUXZ  l z
a o t ½ Z#f¥¤¦±fjU¨fjUXZ[t osmbm Z#abr o uqX¦§uX  l2 {º;Y®cFrXrZ#q/cFqXq m Zkaba ¤UXZ#uÁc  l za o t ½ Z$fjaabZ#uXqa%cr<cFt ½ Z#f
f o cFu  l Fº;Y-cFrXrZ#q|cFqXq m ZkabakfjUXZ¥r<cFt ½ Z#f¶¦§ar<cFababZ#q5f o fjUXZ  l ahfcFt ½ ¤¦§fjUfjUZ¥t osmbm Z#abr o uXq¦§uX
 l [cFqXq m Zkaba² o{m qZ#ahfj¦§u<cLfj¦ o u­
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Z#q"fjU<cLfRX¦§u o{m qZ m f o
cFtUX¦§Z  ZKcLuZSRt#¦¯Z#uªf
t o Y[r<cLfj¦ © ¦§«¯¦±f·gªCcY®cFrXr¦§uX © Z$f·¤
ZkZ#u-r<c m fj¦§tkdX«¬c m  l cFuXq  l2 z o rXfj¦ o uXan¤cFa
uZ#t#Zkabac m gª­TVUXZkabZ o rifj¦ o uXat o ut#Z m u5YdX«±fj¦¯tRcFahf¶cLuq¾c m Zª¿
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o u  l z o uXZª­¨TVUXZ m ZRcFa o u/¤Uªg/¦§afjU<cLfc¾²¸dX«§«±g  l z|cFrXrX«§¦§tLcLfj¦ o uXakV¡'¸ ¼cFu£cFrXrX«§¦§tLcLfj¦ o uA¤¦±fjU
o uX«§g"qXZLcF«§a  l z o rifj¦ o uXaktLcFu¾u o fR² osm Z#eXcFY[rX«§Zs pho ¦§u¨cLu  l ® mbo dr|Z  Z#u¾fjU mbo dXsU¾fjUXZdXabZ o ²
¦§fjat o{mbm Zkabr o uXqX¦§u  l2 {º;Y®cFrXrZ#q"cFqXq m Z#abak­TVU¦§a o rZ m cLfj¦ o u-¦§uXqZ#Z#q m ZRÀªd¦ m Z#af o qXZRcF«¤¦±fjU-rXd m Z#«§g
 l  o rifj¦ o uXak­
 a o «§difj¦ o uf o fjU<cLfnr mbos© «¯Z#Y ¦§ar m ZkabZ#uªfjZkq[¦§uI> H:@;­  fnr mbo r o abZkaf o abrZkt#¦§²¬gcY-cLrrX¦§uX¥² osm fjU o abZ
abrZ#t#¦¯°Xt%Y%dX«±fj¦§tLcFahf o rifj¦ o uXaK¦§u osm qXZ m f o r mboR ¦§qXZ  l z®a o ²¬f·¤c m Z#afjUZ[c © ¦§«§¦±f·g¾f o qZRcF«¤¦±fjU  l 
Y%dX«±fj¦§tLcFahfR­ÔCZ  Z m cF«sqXdcL«ªahfcFt ½ a+U<c  Z © Z#ZkucFt#t o{m q¦§uXs«±gPY o qX¦§°XZkqkabZkZnzi­ö
² osm fjUXZc  cL¦¯«¬c © ¦§«§¦±f·gCkcFuXq
fjZkahfja¶U<c  Z © Z#Zku¾t o uXtk«§dXab¦  Z#ak­CJ osm Z$eiY-cLr«§Zs o d m  l z ¹FÂ }*u o ¤ cFtU¦§Z  Z#aKc²¸dX«§«+t o Yr<cLfj¦ © ¦¯«§¦±f·g
¤¦§fjU  l ¤UXZ#u m duXuX¦§uX o u|c%Y o qX¦§°XZkqahfcFt ½ ­
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TVUZY o qX¦§°tRcLfj¦ o uO¦§uOfjUXZahf m ¦§u m Z#r m ZkabZ#uªfcLfj¦ o u o ²VcFqXq m Z#ababZ#a © Z$f·¤
Z#Zku  l |cLuq  l z®UcLa m Z#º
abr o uab¦ © «§Z² o{m cY-c p osm r mbos© «§Z#YÆ¦§u¨fjUXZ[ahgHuCfcRe o ² AP^ +ak­  uXqXZ#ZkqfjUZuZ$¤ ² o{m Y o ²cLqq m Z#ababZka
¦¯a%u o Y osm Zt o Yr<cLfj¦ © «§Z®¤¦±fjUÁfjUXZ#¦ m%osm ¦§s¦§ucL«VqXZ#°Xu¦±fj¦ o u­/TVUXZ"dXabZ o ²¶ahgiY ©o «¿  f o¨m Z#r m ZkabZ#uªf
 l zKuCdXYZ m ¦§tRcF«cFqXq m ZkababZ#aVcFa¤
Zk«§«cFafjUZ¦§uªf mbo qXdXt#fj¦ o u o ²+cKt o uXqZ#uXabZkq m Zkr m Z#abZkuªfcLfj¦ o u[² osm fjUXZ#abZ
cFqXq m Z#ababZ#a¶U<c  Z¦§uªf mbo qXdXtkZ#q|cFu|cFY © ¦¯{d¦±f·g¦§u"fjUXZ m ZRcFqX¦§u o ²cLuIAP^ n­J osm Z$ecFYrX«§ZªHfjUZ¥ahf m ¦§uX
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  tRcFu © ZabZ#Zku/cFacuCdXY[Z m ¦§tLcL«ncFqXq m Z#aba osm cLacFu AP^ £t o Yr o abZkq o ²
cFqXq m Z#aba  *	*#	
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 	cFaba o t#¦¬cLfjZkqf o r osm f   ­
T o a o «  Z"fjUX¦§ar mbo{© «§Z#Y¾¦§fUcLa © Z#Z#u Zku  ¦§acFsZ#q£² osm cO¤UX¦§«§Zª2f oAm Z#ahf m ¦¯t$ffjUXZ"qXZk°XuX¦±fj¦ o u o ²
 l z AP^  f o5o uX«§gOU o ahf%u<cFYZ#ak­-´ o ¤
Z  Z m  m Z#tkZ#uªfj«§gªc"uXZ$¤ ahfcFuXq<c m q¼UcLa © Z#Zku/cFt#t#ZkrifjZ#q+­  f
¦¯a[r m Z#abZkuªfjZ#q ¦§u >±\{\P@­ TVUX¦§a®uXZ#¤ qXZk°XuX¦±fj¦ o u Y®c ½ Z#a[dXabZ o ²PfjUXZ5ahgiY ©o «§ancLuqcFacLqq m Z#ababZka
qZ#«§¦§Y[¦±fjZ m ak­J o{m Z#ecLY[rX«§Zª2fjUZ"ahf m ¦¯uX	  *	*#
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  t osmbm Zkabr o uXqXa[f o fjUXZ AP^ 
t o Yr o abZ#q o ²
cFqXq m Zkaba  *	*#	
 	OcFaba o t#¦¬cLfjZ#qOf o r osm f   ­TVUX¦§aKuXZ$¤vabrZkt#¦§°tRcLfj¦ o u
UcLa © Z#Z#uÁ¦§Y[rX«§Z#Y[Z#uªfjZkq¼¦§uCf o fjUXZ  l z5t o Y[rX«§¦¬cFuªf ¹FÂ }/­  fUcLa m ZRÀCdX¦ m Z#q/fjUXZ-Y o qX¦¯°XtRcLfj¦ o u o ²
abZ  Z m cF«t#«¬cFababZka¶fjU<cLfPq o u o f © Z#« o uX[f o fjUXZ-<# 2n{$:L¡¬	" $# © dif m cLfjUXZ m¶© Zk« o uX[f o U¦§sUXZ m «¬c#gsZ m a
osm ¦¯YrX«§ZkYZkuªf¥abZkt#d m ¦±f·gAYZktU<cFuX¦§abY[a¥¦¯uXab¦§qXZ[fjUXZ ¹ c  c"¤ osm «§q­"TVUXZkabZ[tk«¬cFababZ#ac m Zs² osm Z#eXcFY[rX«§Zs
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TVUZ¥Y®cF¦§u"«§¦¯Y¦±fcLfj¦ o u®f o fjUXZ¥qXZ  Zk« o rXYZkuªf o ²fjUXZ¥r<cFt ½ cFsZcLuq"fjUXZcFqXqX¦§fj¦ o u o ²uZ$¤ ²¬ZLcRfjd m Z#a¦§a
fjUZPZ so «§dXfj¦ o u o ²  l2 zahfcFt ½ ak­ Ò o fjZPfjU<cLf o d m r<cFt ½ cFsZ¦§a m dXuXuX¦§u%dXuqXZ m¹ q  \s­±\¥cFuXq ¹ q '\s­öi­
TVUZK«§¦ ©m c m g-U<cFa © Z#Zku"qXZ  Zk« o rZ#q"² osm ² o d mo ²fjUXZ#Y¾idXuXqXZ m fjU m Z#ZKq¦§³Z m Zkuªfr«¬cLfj² osm Yak­
  cFYZK² osm J m Z#Z E Ô 
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K² osm J m ZkZ E Ô 
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¦§uCdieÊ¿ ½ Z m uXZ#«  i­ 
TVUZ5cFq  cLut#Z#Y[Z#uªf[r o ¦§uªf o ²¶ZLcFtU ahfcFt ½ ¦§au o ffjUXZacFY[Z¾cFuXq a o YZ? l  a®c m Z"qX¦§³Z m Z#uªf[² mbo Y
o uXZf o cFu o fjUXZ m ­nµPuXZ o ²+fjUXZKt o uXabZRÀCdXZ#uXtkZ#a¦§a
fjU<cLfa o Y[ZK²¬ZLcRfjd m Z#ac m Z o uX«±g"c  cF¦§«¬c © «§Z o utkZ m fcF¦§u
ahfcFt ½ ak­J osm Z#ecLY[rX«§Zª  l abZ#tU<cFa © Z#Zkus² osm fjUXZY o YZkuªfR o uX«±g%¦§Yr«§Z#Y[Z#uªfjZkq² o{m fjUXZ cLY[ZVahfcFt ½ ­
Pu o fjUZ mVo uXZ¦§a
fjU<cLfV¤
ZKU<cFqa o YZ#fj¦§YZkaf o Y o qX¦§²¬gfjUXZKt o qZ o ²fjUXZ«¯¦ ©Xm c m gªiU<c  ¦¯uXf o rZ m ² osm Y
q¦§³Z m Zkuªf o rZ m cLfj¦ o uXaqXZ#rZkuXqX¦§u o ufjUXZahfcLt ½ ¦§u osm qXZ m f o¥m ZLcFtUfjUZacFYZ m Z#abd«±fR­_ uXZ$¤  Z m ab¦ o u
o ²fjUXZK«¯¦ ©Xm c m g®¦¯a © Z#¦§uqXZ  Zk« o rZ#q"² osm Ô o «¬c m ¦§ak­
Vf%fjUX¦§a%r o ¦§uCfRfjUXZ-Z so «§dXfj¦ o u o ²fjUXZ-r<cFt ½ cFsZ¦§a  Z m g/qXZ#rZ#uXqXZkuªf o uÁfjUXZZ ªo «§difj¦ o u o ²VfjUXZ
q¦§³Z m Zkuªf  l zc  cF¦§«¬c © «§ZahfcFt ½ ak­
µKÔ
J<dXuXt#fj¦ o u<cF«§¦±f·g J m ZkZ E Ô  ¦§uCdie Ô o «¬c m ¦§a » ¦¯u Ò T
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 o rifj¦ o uXa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^Pc#¤ a o t ½ Z$f        
  } l a o t ½ Z$f        
AP^  ¸¤¦±fjU  l2 zcFqXq m ZkababZ#a          
 l {º;Y-cLrr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